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DoD ECA Digital Certificates for Foreign Countries

There are two types of DoD ECA digital certificates offered for foreign countries:

= DoD ECA Medium Assurance certificates are browser-based software certificates that are
loaded onto a user’s hard drive; therefore, the certificate is not portable from computer to
computer. This digital certificate meets the minimum security requirement for DoD ECA
Medium Assurance level certificates.

= DoD ECA Medium Token Assurance certificates are hardware-based certificates that are
stored on a FIPS 140-2 Level 2 or higher cryptographic device (either a smart card or a
USB token). This is a portable certificate and can be used on any computer where the
utilities drivers have been installed. A DoD ECA Medium Token Assurance certificate is a
higher assurance level certificate than a software-based certificate.

If you are unsure which certificate type will meet the requirements of the DoD Relying
Party and/or your application, please contact IdenTrust at +1 (866) 299-3335 or via email at
ECAsales@identrust.com for assistance.

In-Person Identification Verification Information

U.S. citizens may apply for a DoD ECA digital certificate while in any country with a United
States Consulate. Upon completion of the online application, identity forms must be signed
in the presence of a United States Consular Officer who is authorized to provide notarial
services.

Citizens of Australia, Canada, New Zealand or the United Kingdom, while in any of these four
countries, may apply for a DoD ECA digital certificate by completing the online application
and retrieving the identity forms. Identity forms must be signed in the presence of a United
States Consular Officer who is authorized to provide notarial services.

Citizens of other countries must have identity forms signed in the presence of an Authorized
Individual, approved by the Department of Defense (DoD). If you do not already have a DoD
Authorized Individual, one will need to be established before you apply. Please contact the
IdenTrust helpdesk for instructions in setting up an Authorized Individual by calling

+1 (801) 384-3474 or by email at helpdesk@identrust.com.

Countries Supported

IdenTrust supports the issuance of DoD ECA digital certificates in many foreign countries.
The countries supported and the associated shipping costs are shown in Table 1 on the second
page of this document.
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Table 1:

Countries supported and the associated shipping costs are shown in the table below.

Country FedEx
Afghanistan $97.47
Australia | $89.43
Bahrain $89.71
Belgium $83.77
Canada | $70.66
Czech Republic $100.77
Denmark | $83.77
Egypt | $89.71
France $83.77
Germany $83.77
Greece | $99.03
Greenland $95.67
Israel $89.71
Japan $77.83
Jordan $89.71
Kenya $96.08
Kuwait | $99.75
Luxembourg $83.77
Mexico | $7214
Netherlands | $83.77
New Zealand $89.43
Poland | $99.75
Saudi Arabia | $89.71
Singapore $76.57
South Korea | $77.83
Spain | $99.03
Switzerland $94.29
Taiwan | $76.57
Thailand | $94.71
Turkey $89.71
UAE (United Arab Emirates) | $86.98
UK (United Kingdom) | $83.77
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