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1. INTRODUCTION

1.1 Overview

This Certification Practice Statement (“CPS”) describes: the practices employed by IdenTrust Services, LLC
(“IdenTrust™) to operate IdenTrust Global Common Root Certification Authority (“IGC-RCA”); those
employed by all Subordinate Certification Authorities (“Sub CAs”) operating under IGC-RCA,; and those
employed by each corresponding Certificate Status Authority (“CSAs”); and by Registration Authorities
(“RAs”) to fulfill the requirements of the IdenTrust Global Common Certificate Policy, v1.4.3 dated June
16, 2017, (herein referred to as the “IdenTrust Global Common CP” or “IGC-CP”). This CPS also describes
all practices required to fulfill the requirements of the DirectTrust CP v1.3 dated August 10, 2016.

IdenTrust Global Common Certificate Profiles (“IGC Certificate Profiles” or “IGC Profiles”) are
incorporated into this CPS by reference as required by IGC-CP. At the time of publication of this CPS
v1.4.4, the current IGC Certificate Profiles version is v1.4.3 dated June 16, 2017. Future versions of 1GC
Profiles, as published by IdenTrust, may be implemented under this CPS without notice; PKI Participants are
advised to refer to the latest IGC Profiles. All CAs operating under IGC-CP are operated in accordance with
this IGC-CPS.

As described herein, IdenTrust operates its own Subordinate CA(s) (“Sub CA”) and acts as an outsourced
CA services provider for all Sub CAs that are owned or sponsored by non-ldenTrust entities. Specifically,
IdenTrust operates all CAs subordinate to the IGC Root CA in accordance with this CPS. This CPS
describes the practices followed by IdenTrust, Participant CAs, RAs and third parties in performing RA
functions related to generating, issuing, managing and revoking IGC Certificates. Terms used herein have
the meanings set forth in Section 1.6 below.

References and bibliography of related publications are included at the end of this document. Related
publications contain information that forms the basis for PKI. A list of acronyms follows the references.

1.2 Identification

1.2.1 Alphanumeric The alphanumeric identifier (i.e., the title) for this CPS is the "ldenTrust
Identifier Global Common Certification Practice Statement v1.4.4, June 16, 2017".

1.2.2 Object IdenTrust is the owner of a numeric company identifier, (i.e., an object
Identifier identifier (“OID”) assigned by the American National Standards Institute).
(“OID™) The IdenTrust OID arc for Certificates that are Issued by CAs under this

CPS is 2.16.840.1.113893.0.100.

The following table defines the Certificates types and IGC-CP Assurance
Levels for Issuance under this CPS.

Assurance Levels indicated for each Certificate are intended for cross-
certification with the U.S. Federal Bridge Certificate Authority (“US
FBCA?”) at the equivalent US FBCA Assurance Level.

Certificates asserting an Assurance Level of Basic may be Issued to
Subscribers of hardware or software Cryptomodules and are named Basic
Hardware or Basic Software, respectively. Different OIDs are asserted to
allow Relying Parties an ability to distinguish the Certificate storage type.

Certificates that are Issued under this CPS assert one or more of the
certificate policy OIDs in Table 1, below. For each named Certificate, one
or more Certificate Types may be Issued, depending the use case and
Subscriber requirements. Certificate Types indicate a Certificate function
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IGC OIDs

such as Signing Certificate, Encryption Certificate or Card Authentication
Certificate. Each individual Certificate Type asserts a unique policy in the
form of a certificate policy OID under this CP.

Any Certificate issued to a Device must assert the OID or OIDs associated
in Table 1 below with a single “Certificate Name” set forth in such Table
and listed among the following “Certificate Names™: (i) IGC Medium
Device Software; (ii) IGC Medium Device Hardware; (iii) IGC Medium
SSL/TLS Software; (iv) IGC Medium SSL/TLS Hardware; (v) or IGC
PIV-1 Content Signing. All other policies defined in this CPS are reserved
for Certificates not issued to Devices.

Certificates may use additional OIDs to assert affiliations, compliance with
particular policies, intended usages or for other purposes. When a CA
asserts OIDs indicating compliance with a particular policy, the
stipulations of that policy are followed by CAs and RAs. [1GC-specific
certificate policy OIDs are provided in Table 1, below; however,
Participant CA-specific certificate policy OIDs are detailed and maintained
in the IGC Certificate Profile. Participant CA is created and certificate
policy OIDs specific to that Participant CA are to be asserted in
Certificates issued under Participant CA, then such certificate policy OIDs
must be defined as a part of the Certificate profiles associated with that
Participant CA and included in the IGC Certificate Profile.

Unless otherwise specified, a requirement or practice specified in this CPS
applies to all Certificates that are Issued under this CPS.

Unless otherwise specified, requirements or practices stated for Medium
Hardware Certificates also apply to PIV-l1 Hardware Certificates. The
PIV-1 Content Signing certificate policy OID is reserved for Certificates
that are Issued to a Card Management System (“CMS”) for the purpose of
signing PIV-I card security objects.

The following table provides all IGC OIDs.
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Table 1 - IGC-CPS Certificate Names, Assurance Levels, Types and Certificate Policy OIDs

Certificate Name

Certificate Assurance
Level

Certificate Type

Certificate Policy OID

IGC Basic Software Basic Signing Certificate — superseded 06/15/2016 2.16.840.1.113839.0.100.2.1
Signing Certificate 2.16.840.1.113839.0.100.2.3
Encryption Certificate — superseded 06/15/2016 2.16.840.1.113839.0.100.2.2
Encryption Certificate 2.16.840.1.113839.0.100.2.4
IGC Basic Hardware Basic Signing Certificate 2.16.840.1.113839.0.100.2.5
Encryption Certificate 2.16.840.1.113839.0.100.2.6
Card Authentication Certificate 2.16.840.1.113839.0.100.2.7

Identity Certificate

2.16.840.1.113839.0.100.2.8

IGC Medium Software

Medium Software

Signing Certificate

Encryption Certificate

Group Address Signing Certificate
Group Address Encryption Certificate

2.16.840.1.113839.0.100.3.1
2.16.840.1.113839.0.100.3.2
2.16.840.1.113839.0.100.3.5
2.16.840.1.113839.0.100.3.6

IGC Medium Software CBP

Medium Software CBP

Signing Certificate
Encryption Certificate

2.16.840.1.113839.0.100.14.1
2.16.840.1.113839.0.100.14.2

IGC Medium Hardware

Medium Hardware

Signing Certificate

Encryption Certificate

Card Authentication Certificate
Identity Certificate

2.16.840.1.113839.0.100.12.1
2.16.840.1.113839.0.100.12.2
2.16.840.1.113839.0.100.12.3
2.16.840.1.113839.0.100.12.4

IGC Medium Hardware CBP

Medium Hardware CBP

Signing Certificate
Encryption Certificate
Card Authentication Certificate

2.16.840.1.113839.0.100.15.1
2.16.840.1.113839.0.100.15.2
2.16.840.1.113839.0.100.15.3

Identity Certificate 2.16.840.1.113839.0.100.15.4
IGC PIV-1 Hardware PIV-1 Hardware Identity Certificate 2.16.840.1.113839.0.100.18.0
Signing Certificate 2.16.840.1.113839.0.100.18.1
Encryption Certificate 2.16.840.1.113839.0.100.18.2

IGC PIV-1 Card Authentication

PIV-I Card Authentication

Card Authentication Certificate

2.16.840.1.113839.0.100.19.1

IGC PIV-1 Content Signing

PIV-1 Content Signing

PIV-1 Content Signing Certificate

2.16.840.1.113839.0.100.20.1

IGC Medium Device Software Medium Device Software Device Certificate 2.16.840.1.113839.0.100.37.1
IGC Medium SSL/TLS Software Medium Device Software SSL/TLS Certificate 2.16.840.1.113839.0.100.37.2
IGC Medium Device Software Medium Device Software Group Device Certificate Signing 2.16.840.1.113839.0.100.37.3

Group Device Certificate Encryption 2.16.840.1.113839.0.100.37.4
IGC Medium Device Hardware Medium Device Hardware | Device Certificate 2.16.840.1.113839.0.100.38.1
IGC Medium SSL/TLS Hardware | Medium Device Hardware | SSL/TLS Certificate 2.16.840.1.113839.0.100.38.2

1.2.2.2 DirectTrust

OIDs

IdenTrust Global Common Certificate Practices Statement v1.4.4
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Table 2 — DirectTrust CP Certificate Names, Assurance Levels, Types and Certificate Policy OIDs*

Certificate
Assurance Level

Certificate Name

Certificate Type

Certificate Policy OID(s)

IGC Medium Software

Medium Software

Signing Certificate — Covered Entities (CE)
Encryption Certificate — Covered Entities (CE)

1.3.6.1.4.1. 41179.0.1.3 (CP)
1.3.6.1.4.1.41179.1.3 (Assurance)
1.3.6.1.4.1.41179.2.1 (CE)

IGC Medium Software

Medium Software

Signing Certificate — Business Associates (BA)
Encryption Certificate — Business Associates (BA)

1.3.6.1.4.1. 41179.0.1.3 (CP)
1.3.6.1.4.1.41179.1.3 (Assurance)
1.3.6.1.4.1.41179.2.2 (BA)

IGC Medium Software

Medium Software

Signing Certificate — Healthcare Entities (HE)
Encryption Certificate — Healthcare Entities (HE)

1.3.6.1.4.1. 41179.0.1.3 (CP)
1.3.6.1.4.1.41179.1.3 (Assurance)
1.3.6.1.4.1.41179.2.3 (HE)

IGC Medium Software

Medium Software

Signing Certificate — Non Declared Entities (ND)

1.3.6.1.4.1. 41179.0.1.3 (CP)

1.3.6.1.4.1.41179.1.3 (Assurance)
1.3.6.1.4.1.41179.2.5 (ND)

Encryption Certificate — Non Declared Entities (ND)

IGC Medium Software Medium Software Signing Certificate — Patients

Encryption Certificate — Patients

1.3.6.1.4.1. 41179.0.1.3 (CP)
1.3.6.1.4.1.41179.1.3 (Assurance)
1.3.6.1.4.1.41179.2.4 (Patients)

1.3 PKI Participants

Public Key Infrastructure (A Generic Definition)

The term public key infrastructure (“PKI”) is derived from Public Key cryptography, the technology on
which PK1 is based. Public Key cryptography is the technology behind modern Digital Signature techniques.
It has unique features that make it invaluable as a basis for security functions in distributed systems.

A PKI is the combination of software, encryption technologies, and services that enables enterprises to
protect the security of their communications and business transactions on networks. PKI integrates digital
Certificates, Public Key cryptography, and CAs into complete enterprise-wide network security architecture.
A typical enterprise’s PKI encompasses the Issuance of digital Certificates to individual users and servers;
end-user enrollment software; integration with Certificate directories; tools for managing, Renewing, and
Revoking Certificates; and related services and support.

The CA is the basic building block of a PKI. The CA is a collection of computer hardware, software, and the
people who operate it. The CA is known by two attributes: its name and its public key. The CA performs
four basic PKI functions:

1) Issues Certificates (i.e., creates and signs them);

2) Maintains Certificate status information and issues CRLsS;

3) Publishes its current CRLs, so users can obtain the information they need to implement security
services; and

4) Maintains archives of status information about the expired Certificates that it Issued.

A CA may Issue Certificates to users, to other CAs, or both. When a CA Issues a Certificate, it is asserting
that the subject (the entity named in the Certificate) has the Private Key that corresponds to the Public Key
contained in the Certificate. If the CA includes additional information in the Certificate, the CA is asserting
that information corresponds to the subject as well. This additional information might be contact information
(e.g., an electronic mail address), or policy information (e.g., the types of applications that can be performed
with this Public Key.)

! valid DirectTrust OIDs not currently used in IGC Certificate end-entity profiles: 1.3.6.1.4.1.41179.1.1; 1.3.6.1.4.1.41179.1.2,
1.3.6.1.4.1.41179.1.4
June 16, 2017
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When the subject of the Certificate is another CA, the Issuer is asserting that the Certificates issued by the
other CA are trustworthy.

The CA inserts its name in every Certificate (and CRL) it generates, and signs them with its Private Key.
Once users establish that they trust a CA (directly, or through Certificate path discovery) they can trust
Certificates that are Issued by that CA. Users can easily identify Certificates that are Issued by that CA by
comparing its name. To ensure the Certificate is genuine, they verify the signature using the CA’s Public
Key. As aresult, it is important that the CA provide adequate protection for its own Private Key.

For more information regarding PKIs generally, IdenTrust suggests reading NIST Special Publication 800-
32, “Introduction to Public Key Technology and the Federal PKI Infrastructure” from which the definitions
above were derived.

IdenTrust Global Common PKI Participants

IdenTrust operates the IGC PKI, which is a hierarchical PKI, meaning CAs are arranged hierarchically under
a “Root” CA that Issues Certificates to Sub CAs. These CAs may Issue Certificates to CAs below them in
the hierarchy, or to users. In a hierarchical PKI, every Relying Party knows the Public Key of the Root CA.
Any Certificate may be verified by verifying the certification path of Certificates from the Root CA. The
IGC PKIl is used and operated by PKI Participants.

Below is Figure 1, which is an illustration of how PKI Participants are legally bound by contract. For
simplicity, Figure 1 does not attempt to illustrate the contractual relationship among IdenTrust’s Policy
Approval Authority (“ldenTrust PAA”), the IdenTrust Policy Management Authority (“ldenTrust PMA”)
and certain other PKI Participants. For the same reason, it also does not attempt to illustrate the distinctions
and legal relationships among Local Registration Authorities, Trusted Agents, and other PKI Participants
identified in this CPS.

2 http://csrc.nist.gov/publications/nistpubs/800-32/sp800-32.pdf
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Figure 1: PKI Participants

This CPS is an assertion of the Certification practices that IdenTrust, Participant CAs, RAs, and others
implement. The rights and obligations of all PKI Participants are bound by this CPS, IGC-CP and other
contractual documents between ldenTrust and other PKI Participants as described herein.

131 IdenTrust The IdenTrust Policy Management Authority (“PMA”) oversees the
Policy adoption, administration and application of IGC-CP, this CPS and any
Management relevant Registration Practice Statement (“RPS”) with CAs, RAs,
Authority Certificate Status Authorities and other PKI Participants.

The IdenTrust PMA communicates with other Policy Approval Authorities
concerning the Cross-Certification existing between the IGC Root CA,
Subordinate CAs and the applicable Bridge Certification Authority and
conformity to the applicable CP, this CPS and other applicable
requirements.  The IdenTrust PMA also has charge of the future
development and amendment of this CPS. Further explanation of how the
IdenTrust PMA meets these responsibilities is located in the appropriate
Section for that PMA responsibility (see Section 1.5.4, 8.6 or 9.12).
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1.3.2 Certification A Certification Authority (“CA”) is an Organization that attests to the
Authority binding between an identity and cryptographic Key Pair. CA functions
primarily consist of the following:

» Providing Key management functions, such as the generation

of CA Key Pairs, the secure management of CA Private Keys,

and the distribution of CA Public Keys;

Binding between an identity and cryptographic Key Pair by

Issuance of a Certificate;

Issuing Certificates in response to approved Certificate

applications;

Publication of Certificates in a Repository, where Certificates

are made available for potential Relying Parties;

Initiation of Certificate Revocations, either at the Subscriber’s

request, the request of an Subscribing Organization; or upon

the CA’s own initiative; and

» Revocation of Certificates, including by such means as issuing
and publishing Certificate Revocation Lists (“CRLs”) or
providing Revocation information via Online Certificate Status
Protocol (“OCSP”) or other online methods.

YV V VY V

IdenTrust is a CA and has Issued itself the IdenTrust Global Common
Root Certificate. Sub-CA Certificates are Issued by the IGC Root CA.
Certificates are Issued to Subscribers by Subordinate CAs.

Sub-CA Certificates may also be Issued by the IGC Root CA to well-
established, financially responsible entities that have entered into an
agreement with IdenTrust, termed Participant CAs. Participant CAs
are operated by ldenTrust in accordance with this CPS and IGC-CP. A
Participant CA is prohibited from issuing CA Certificates to any entity
other than for the purpose of Cross-certification. There shall not be
more than one layer of Participant CA between Subscribers and the
IGC Root CA.

IdenTrust maintains physical, administrative and operational control
over the CA infrastructure for all Subordinate CAs created from the
IGC Root Certificate, regardless of whether the Sub-CA Certificate has
been Issued to IdenTrust or a Participant CA. In other words, the CA
Private Keys of all Subordinate CAs shall be in the custody of
IdenTrust. The IGC Root CA and all Subordinate CAs that are part of
the IGC PKI are referred to collectively herein as CAs.

An entity that has been Issued a CA Certificate is legally responsible
for Certificates that are Issued under its CA Certificate (where the
entity is identified as Issuer in the Distinguished Name field of the
Certificate). IdenTrust performs the CA functions on behalf of
Participant CAs while they are responsible for the performance of
Registration Authority functions.

As a provider of CA services, IdenTrust also ensures the availability of
all Certificate management services for Certificates that are Issued
under the IGC Root Certificate, including the mechanisms to Issue,
Revoke and provide status information about Certificates. As the
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operator of each CA, ldenTrust also operates a Certificate Status
Authority for the Certificates that are Issued by each CA.

IdenTrust maintains physical, administrative and operational control over
the CA infrastructure for all subordinate CAs created from the IGC Root
Certificate, regardless of whether IdenTrust or a third-party is the CA. In
other words, the CA Private Keys of all third-party Subordinate CAs are
required to be in custody of IdenTrust on behalf of that party. The IGC
Root CA and all Subordinate CAs that are part of the IGC PKI are referred
to herein as Certification Authorities or “CAs.”

This CPS is an assertion of the certification practices that IdenTrust
implements in accordance with IGC-CP. Participant CAs and External
RAs must provide an assertion of Registration practices within their RPS
in accordance with this CPS and IGC-CP.

CAs, except Participant CAs, may delegate their Registration functions to
RAs who meet the financial requirements of Section 9.2.

Participant CAs

IdenTrust Issues Sub-CA Certificates signed by the ldenTrust Global
Common Root CA to well-established, responsible external Organizations
that meet the financial requirements of Section 9.2, called Participant CAs.
Participant CAs enter into an IdenTrust Participant Certification Authority
Agreement (“Participant CA Agreement”), which provides that, at a
minimum, IdenTrust operates the Participant’s CA on behalf of Participant
CA and the Participant CA agrees to perform all RA functions in a manner
satisfying all RA requirements of the Participant CA’s RPS, this CPS, and
IGC-CP. The Participant CA Agreement provides that the Participant CA
is required to gain written authority to operate from IdenTrust prior to
commencing production operations, and that IdenTrust shall not grant such
authority until the Participant CA is able to demonstrate its ability to
satisfy the aforementioned RA requirements and has undergone an external
compliance audit in accordance with Section 8 of this CPS.

Subsequent to production operations, the Participant CA is required to
undergo an annual compliance audit in accordance with Section 8 of this
CPS.  Such audit results must be provided by the Participant CA to
IdenTrust by May 31st of each year for inclusion in IdenTrust’s external
compliance audit.

Participant CAs are prohibited from issuing IGC CA Certificates to any
entity other than for the purpose of Cross-Certification. Any such cross-
certification must be approved in advance by the IdenTrust PMA. By
default, Participant IGC CA Certificates are constrained to Issuance of
only end-entity Certificates. More than one layer of Participant CA
between Subscribers and the IGC Root CA is prohibited.

Participant CAs are prohibited from issuing IGC  SSL
Certificates. Participant CA Certificates are technically constrained so as
to disallow Issuance of IGC SSL Certificates.

Participant CAs are prohibited from delegation of their RA responsibilities
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1.3.21 Certificate
Status
Authority
(“CSA”)

1.3.3 Registration
Authority
(“RA”)

under this CPS with the exception of contracting TAs.

Participant CAs are prohibited from contracting operation of a CMS or RA
System to any entity other than IdenTrust.

A Participant CA that has been Issued a CA Certificate (where the
Participant CA is identified as the Issuer in the Distinguished Name field
of the Certificate) is responsible for Certificates that are Issued under its
CA Certificate.

As a provider of CA services, IdenTrust also ensures the availability of all
Certificate management services for Certificates that are Issued under the
IGC Root Certificate, including the mechanisms to Issue, Revoke and
provide status information about Certificates. As the operator of each CA,
IdenTrust also operates a Certificate Status Authority for the Certificates
that are Issued by Participant CAs.

IdenTrust operates a server-based Certificate Status Authority (“CSA”)
consisting of Online Certificate Status Protocol (“OCSP”) Responder(s)
for each CA to provide Revocation status information for Certificates.
Certificate status for all Certificates that are Issued by CAs covered by this
CPS is provided through CSAs operated by IdenTrust. OCSP Responders
are Issued CA-delegated Certificates in order to ensure interoperability
with cross certified partners.

IdenTrust also publishes CRLs containing Certificate status information
(see Section 2.2).

A Registration Authority (“RA”) is an entity that is responsible for
collecting and confirming a Subscriber’s identity and other information for
inclusion in the Subscriber’s Certificate. RA functions include the
following:

» Establishing an environment and procedure for Certificate
Applicants to submit their Certificate applications (e.g., creating a
web-based enrollment page);

» The I&A of Individuals or entities who apply for a Certificate;

» The approval or rejection of Certificate applications;

» The initiation of Certificate Revocations, either at the Subscriber’s
request or upon the entity’s own initiative;

» The I&A of Individuals or entities submitting requests to renew
Certificates or seeking a new Certificate following a Re-Keying
process and processes set forth above for Certificates that are
Issued in response to approved renewal or Re-Keying requests;

» Authenticating the subject’s identity;

» Verifying the attributes requested by the subject for their
Certificate;

» Assigning distinguished (unique) names to subjects; and

» Distributing Cryptomodules and associated software to Subscribers.

RAs are Organizations, whereas LRAs are Individuals; and only
financially responsible Organizations will be RAs. CAs may delegate their
registration functions (but not the responsibility of the CA to IdenTrust) to
external Organizations that meet the financial requirements of Section 9.2.
Such RAs are referred to in this CPS as “External RA”s (see External RAs

IdenTrust Global Common Certificate Practices Statement v1.4.4 June 16, 2017 Page 14 of 207



below).

Through their LRAs and TAs, RAs will accept Certificate applications,
collect and confirm Applicant identity information, and approve Certificate
Issuance. An RA uses a system (“RA System”) to support services for
Applicants/Subscribers and LRAs. The RA System can be hosted by
IdenTrust or by the External RA. An RA System provides
Applicant/Subscriber services including Certificate lifecycle support such
as Applicant’s registration (only with IdenTrust-hosted system), Certificate
retrieval and Revocation/Suspension requests. LRA services provided by
IdenTrust-hosted RA Systems include upload of Applicant information,
Certificate application approval, generation of Activation information,
support for emails notifications, and Suspension and/or Revocation
approval. The RA System may also include a card issuance system that
securely interacts with the CA as necessary to personalize cards and
Cryptomodules.  Communication between the RA System and an
Individual (i.e., Applicant, Subscriber or LRA) is protected by securely
encrypted sessions (i.e., Server or Client-authenticated SSL/TLS
encryption, depending on whether a Certificate is available for mutual
authentication). The server uses a Device Certificate Issued under this
CPS or an IdenTrust SSL Certificate Issued under a policy that achieves
authentication of a Web\Application Server in-line with industry best
practices and chains to a Root CA embedded in major browsers. LRAS
always establish Client-authenticated sessions with the system and an
Access Control List (“ACL™) allows only authorized LRAs to use the
system’s services.

An RA may communicate with a CA system for Certificate Issuance,
Suspension or Revocation through either: (1) an LRA who initiates a
Client-authenticated SSL/TLS-Encrypted Session with the CA and
manages Certificates through a web-based interface, or (2) an RA System
installed in a secure area of an RA facility that submits Digitally Signed
ASN.1 or XML DSIG structures (see XML Key Management
Specification) via a Server-authenticated SSL/TLS-Encrypted Session.

External RAs

IdenTrust may delegate certain registration functions to external
Organizations that meet the financial requirements of Section 9.2. Such
RAs are referred to in this CPS as “External RA”s.

External RAs are bound by written agreement with IdenTrust, called an
RA Agreement, under which at a minimum the External RA agrees to
perform all delegated RA functions in a manner satisfying all RA
requirements their RPS, this CPS and IGC-CP. The RA Agreement also
provides that the External RA is required to gain written authority to
operate from IdenTrust prior to commencing production operations, and
that IdenTrust shall not grant such authority until the External RA is able
to demonstrate its ability to satisfy the aforementioned RA requirements
and have undergone an external compliance audit in accordance with
Section 8 of this CPS.

Subsequent to production operations, the External RA is required to
undergo an annual compliance audit in accordance with Section 8 of this
CPS.
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1.3.4 Local
Registration
Authority
(“LRA)

1.35 Trusted Agent
(“TA")

External RAs are prohibited from delegation of their RA responsibilities
under this CPS with the exception of contracting TAs.

External RAs are prohibited from contracting operation of a CMS for IGC
PIV-I Certificate Issuance to any entity other than IdenTrust.

The Local Registration Authority (“LRA”) is an Individual who collects
(or receives process documentation from Trusted Agents (“TAs”) and
confirms each Subscriber’s identity information for inclusion in the
Subscriber’s Certificate.  (LRAs are Individuals, whereas RAs are
Organizations.) The LRA and the RA Administrator are Trusted Roles
held by Individuals who are subject to the requirements of Section 5.3.
LRAs and RA Administrators comply with this CPS and the IGC-CP in the
performance of their duties. LRA duties are similar to the duties of the
RA. LRA services a limited population as authorized by the RA. LRAs
collect and confirm each Subscriber’s identity and information for
inclusion in the Subscriber’s Certificate.

Except where otherwise indicated, all requirements applicable to RAs
apply to LRAs, including but not limited to physical protection of the
LRA’s workstation, audit logging, implementation of computer security
controls, implementation of network security controls (see Sections
51.1.3,51.14,5123and5.1.2.4;5.4,6.5, 6.7).

The Trusted Agent (“TA”) collects information and confirms each
Subscriber’s identity in support of Subscriber registration. TAs are
required to be bound by their respective CA or RA through written
agreement to perform their duties in compliance with this CPS and the
IGC-CP, which include:

» Perform in-person identification of Applicants;

» Collect copies of identification documents and declarations of
identity; and

» Deliver end-user support to Applicants, Subscribers and
Subscribing Organizations, such as distribution of Cryptomodules,
troubleshooting, and assistance with Certificate lifecycle event
requests.

TAs may be provided web pages, forms, instructions, and other resources
to facilitate the work of TAs, but TAs do not have privileges within CA or
RA Systems to perform Certificate lifecycle functions. They act on the
behalf of a CA or RA to confirm the identity of the Subscriber as necessary
for Certificate Issuance or Certificate Revocation and to deliver support to
Subscribers.

IdenTrust TAs are bound through an IdenTrust Trusted Agent Agreement.
Internal TAs

TAs may be specified by a Subscribing Organization through written
agreement between the Subscribing Organization and the contracting CA
or RA as authorized to verify Applicant identity data and also authorize
affiliation of Applicants and Devices to the Subscribing Organization.
Such TAs are referred to in this CPS as “Internal TAs”.

Contracting CAs or RAs are required to obligate both the Subscribing
Organization and the Internal TA by written agreement to perform their
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1.3.6

1.3.6.1

Subscribers

Primary
Machine
Operator

respective duties and obligations under this CPS, and to maintain record of
Internal TAs authorized by Subscribing Organizations.

The function of Internal TAs differs from that of standard TAs (those
where such written authorization from a Subscribing Organization as
described above does not exist) in three ways:

» Internal TAs may only conduct identity proofing for Issuance of
IGC Affiliated Certificates, with such Organization affiliation
required to be the same as that with which the Internal TA is
affiliated;

» Internal TAs may potentially utilize an Antecedent In-Person
Appearance to fulfill the requirements for in-person identity
proofing (see Section 3.2.3.1.3 of this CPS for Antecedent In-
Person Appearance); and

» Internal TAs may assert affiliation of Applicants for which they
submit registration data, which affiliation may be relied upon by
the RA or CA for Certificate Issuance.

IdenTrust Internal TAs are bound through a Subscribing Organization
Agreement Trusted Agent Addendum.

A Subscriber is an entity to whom or to which a Certificate is Issued.
Subscribers include:

» Users affiliated with a legal entity requiring a Certificate for use in
accordance with this CPS;

> A CA’s users;

» Primary Machine Operators; or

» PKI operations personnel at IdenTrust, and Participant CAs.

Note that while CAs are sometimes considered “Subscribers” in a PKI, for
the purposes of this CPS, the term “Subscriber” refers only to end-entities.

A Primary Machine Operator is an Individual responsible for registering
Devices with the LRA. The Primary Machine Operator is employed by or
the authorized agent for the Subscribing Organization and expressly
authorized by a Subscribing Organization to represent that Subscribing
Organization with respect to the Device Certificate. The Primary Machine
Operator is responsible for the operation and control of a Device and
assumes the obligations of Subscriber for the Certificate associated with the
Device, including but not limited to:

» A duty to protect the Private Key of the Device at all times;

» Sign and submit, or approve a Device Certificate application on
behalf of the Subscribing Organization;

» Sign and submit a Subscriber Agreement on behalf of the
Subscribing Organization, or, when the Organization is an affiliate
of the CA, acknowledge and agree to the Certificate terms of use on
behalf of the Subscribing Organization; and

» If the Primary Machine Operator desires to, designate Secondary
Machine Operators.

The Primary Machine Operator must provide (a) personally identifying
information and (b) evidence of affiliation with the Subscribing
Organization of the Device, in each case with form and substance sufficient
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1.3.6.2

1.3.7

1.3.8

1.4 Certificate Usage

14.1

Secondary
Machine
Operator

Subscribing
Organizations

Relying Parties

Allowed
Certificate

to sustain a verification of identity commensurate with the certificate
Assurance Level of the Device Certificate being requested and in
accordance with the requirements for human subscribers as detailed in
section 3.2.3.1 of this CPS.

If a Primary Machine Operator designates any Secondary Machine
Operators, then the Primary Machine Operator is responsible to provide the
names of all such Machine Operations in the Secondary Machine Operators
List which is a part of the Subscribing Organization Authorization
Agreement. The Subscribing Organization is responsible for making
Secondary Machine Operators aware of the limited role and scope of
responsibilities of Secondary Machine Operators with respect to managing
the Device Certificate.

Secondary Machine Operators may be designated in relation to a given
Device Certificate by the Primary Machine Operator of such Device
Certificate by inclusion in the Secondary Machine Operators List included
in the Subscribing Organization Authorization Agreement submitted to the
CA as a part of the Registration process for the relevant Device Certificate.
Verification of identity or affiliation of Secondary Machine Operators is not
required during the Registration process.

The Subscribing Organization for a given Device Certificate is responsible
for obtaining agreement from and compliance by Secondary Machine
Operators to the same Subscriber Agreement as the Primary Machine
Operator for such Device Certificate is bound.

With respect to the Device Certificate to which a given Secondary Machine
Operator is identified to the IdenTrust CA, such Secondary Machine
Operator may interact with the IdenTrust CA only for purposes of
requesting suspension or revocation of such Device Certificate on behalf of
the applicable Subscribing Organization. Except as provided in the
immediately preceding sentence, all other interactions with the IdenTrust
CA by a Machine Operator relative to a Device Certificate will be the
responsibility of a Primary Machine Operator of that Device Certificate.

Subscriber Certificates may be Issued as affiliated to a Subscribing
Organization that has a relationship with the Subscriber when the
Subscribing Organization has authorized such affiliation.  Certificates
asserting affiliation are Affiliated Certificates. Certificate is Revoked in
accordance with Section 4.9.1 when affiliation is terminated.

A Relying Party is an Organization, Subscriber, Device or any entity that
relies upon the information contained within a Certificate and upon
Certificate status received from a CSA. As an example, a Relying Party
may use a Certificate to verify the integrity of a digitally signed message,
to identify the creator of a message, to authenticate a Subscriber, or to
establish encrypted communications with a Subscriber.

IGC Certificates that are Issued pursuant to this CPS may be used for
authentication, for Access Control, to create Digital Signatures, to support
verification of Digital Signatures, and to achieve confidentiality through

IdenTrust Global Common Certificate Practices Statement v1.4.4 June 16, 2017 Page 18 of 207



Uses

1.4.2 Prohibited
Certificate
Uses

the use of encipherment of shared secret. Extended key usages are
specified in the applicable Certificate profiles found in IGC Certificate
Profiles.

Signing Certificates may be used in applications where: (i) the identity of
communicating parties needs to be authenticated; (ii) a message or file
needs to be bound to the identity of its originator by a signature; and/or (iii)
the integrity of the message or file has to be assured.

Encryption Certificates may be used in applications where a message or
file needs to be protected against disclosure to anyone else except the
Subscriber of the Certificate and intended recipients.

Group Certificates are primarily used for S/IMIME message signature
verification and S/MIME message encryption under Direct where non-
repudiation of identity is not required.

Certificates that are Issued under the provisions of this CPS may not be
used for: (i) any application requiring fail-safe performance such as: (a)
the operation of nuclear power facilities, (b) air traffic control systems, (c)
aircraft navigation systems, (d) weapons control systems, or (e) any other
system whose failure could lead to injury, death or environmental damage;
or (ii) transactions where applicable law prohibits the use of Certificates
for such transactions or where otherwise prohibited by law.

1.5 Policy Administration

151 Organization
Administering
this CPS

15.2 Contact Person

1.5.3 Person
Determining
CP and CPS
Suitability

154 CPS Approval
Procedures

This CPS is administered by:
IdenTrust Services, LLC
55 Hawthorne St., Suite 400
San Francisco, CA 94105
http://www.ldenTrust.com

Questions regarding the implementation and administration of this CPS
should be directed to:

Attn: PMA Chair

IdenTrust Services, LLC

55 Hawthorne St., Suite 400

San Francisco, CA 94105
Email: helpdesk@ldenTrust.com

The suitability and applicability of IGC-CP is determined by the IdenTrust
PMA. The PMA determines the suitability of this CPS to the IGC-CP
based on a compliance analysis performed by the PMA itself or a party
independent from the CA and is not the CPS author.

The IdenTrust PMA is responsible for approval of this CPS. All CAs
operating under the IGC-CP must meet all requirements of this IGC-CPS
applicable to the IGC Certificates to be Issued under the CA before
commencing operations.
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155 Waivers There shall be no waivers to this CPS or the IGC-CP.

1.6 Definitions and Acronyms

Capitalized terms and acronyms used herein and in related agreements and other documents incorporating
IGC-CP or IGC-CPS have the following meanings. Where the context and usage of a term implies that a
substantive conflict occurs between the definition of a term as provided in this CPS and the definition in
IGC-CP, the definition provided in IGC-CP will govern interpretation of the term.

1.6.1 Definitions Accept or Acceptance: Acceptance is a Subscriber act that triggers the
Subscriber’s rights and obligations with respect to the Certificate under this IGC-
CP, and this CPS. Indications of Acceptance may include without limitation: (i)
using the Certificate (after Issuance); (ii) failing to notify the CA or RA of any
problems with the Certificate within a reasonable time after receiving it; or (iii)
other manifestations of assent or Acceptance. Acceptance is further explained
below in Section 4.4.

Access Controls: Access Controls are mechanisms that restrict or grant access to
physical or logical resources based on predefined policies. Access Controls are
discussed specifically in Section 2.4 (Access Controls on repositories), Section 5
(Facility, Management and Operational Controls) and Section 6.5 (Computer
Security Controls).

Account Password: An Account Password is a value selected by an Applicant and
known only to that Applicant which value is provided during the Registration
process and utilized to authenticate when Retrieving a Certificate.

Activation Code: An Activation Code is a randomly generated, secret numeric
code created by the CA or RA and securely delivered to the Applicant for use by
the Applicant for authentication purposes.

Activation Data: Activation Data is private data used or required to access to a
component or to activate KSMs (i.e., password/PIN, or a manually-held Key share
used to unlock Private Keys). See Section 6.4.

Antecedent Event: An Antecedent Event is an event through which an Applicant
has previously provided in-person proof of identity. As an example, an Applicant
may have previously provided proof of identity to an HR Individual. See also
Sponsor Antecedent.

Applicant: An Applicant is an Individual that submits an application and
identifying information to the CA or RA for the purpose of obtaining or renewing a
Certificate for the Individual or, with respect to Certificates associated with a
Device, for a Device.

Assurance Level: Assurance Level is the level of confidence that a Participant
should have that the assertion or use of a Private/Public Key Pair or Certificate
correctly references the identity, authority, or Subscribing Organization of the
Subscriber, and that the Key Pair is correctly bound to the identified subject, and
that the subject controls the Private Key, and that the Private Key has not been
compromised.

Authorizing Official: An Authorizing Official is an Individual designated in a
written agreement within a CA, or RA who can appoint and authorize other
Individuals to act as LRASs or Trusted Agents for that Organization.

Business Associate: A Business Associate (BA) helps Covered Entities carry out
health care activities and functions under a written business associate contract or
other arrangement with the Business Associate that establishes specifically what
the Business Associate has been engaged to do and requires the Business Associate
to comply with the requirements to protect the privacy and security of protected
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health information. Business Associates in this CPS are as defined under HIPAA at
45 CFR 160.103.

CA Certificate: The CA Certificate is the Certificate containing the Public Key
that corresponds to the CA Private Signing Key used by a CA to create or manage
Certificates.

CA Private Signing Key: The CA Private Signing Key is the Private Key that
corresponds to the CA's Public Key listed in the CA Certificate and used to sign
and otherwise manage Certificates.

Card Authentication Certificate: A Card Authentication Certificate is a
Certificate that is Issued to a smart card controlled by the Organization identified
within the Certificate.

Card Management System: The Card Management System (“CMS”) is
responsible for managing the content in smart cards. In the context of this CPS, the
CMS requirements contained throughout this CPS are mandatory for the IGC PIV-I
policies and optional for other Certificate policies. CAs issuing PIV-I Certificates
shall ensure that all CMSs meet the requirements described in this document. The
CMS shall not be Issued any Certificates that express Assurance Levels of PIV-I
Hardware or PI1V-1 Card Authentication.

Certificate: A Certificate is a computer-based record or electronic message that:
(i) identifies the CA issuing it; (ii) names or identifies its subject (see Distinguished
Name); (iii) contains the Public Key of the Subject; (iv) identifies the Certificate's
Validity Period; (v) is Digitally Signed by a CA; and (vi) has the meaning ascribed
to it in accordance with the legal infrastructure in which the Certificate is used
(e.g., the CP, contractual agreements, and other system rules governing the course
of dealing, usage and trade practice). A Certificate includes not only its actual
content but also all documents expressly referenced or incorporated within.

Certificate Chain: A Certificate Chain is an ordered series of Certificates
connecting a Subscriber’s Certificate to the Root Certificate. CA Certificates in a
Certificate Chain are connected by successive, superior CA Certificates up to the
Root Certificate, which may be a self-signed Certificate. For Subscribers under
this CP, the Root Certificate is a self-signed Certificate Issued by the IGC Root
CA.

Certificate Information System (“CIS”): The Certificate Information System is a
database maintained by IdenTrust that contains account information about
Applicants and Subscribers.

Certificate Policy (“CP): A Certificate Policy is a specialized form of
administrative policy related to Certificate management. A CP addresses
generation, production, distribution, accounting, compromise recovery and
administration of Certificates. Indirectly, a CP can also govern the transactions
conducted using a communications system protected by a Certificate-based Access
Controls. By controlling critical Certificate extensions, such policies and
associated enforcement technology can support provision of the security services
required by particular applications.

Certificate Profile: A Certificate Profile is the format and contents of data fields in
a Certificate that identify the Issuer, the Subject, the Public Key and other
information about the Subject. Certificate Profiles for this CPS are specified
generally in Section 7 and more specifically published as a separate document,
IdenTrust Global Common Certificate Profiles (“IGC Certificate Profiles” or “IGC
Profiles”).

Certificate Revocation List (“CRL”): A Certificate Revocation List is a list of
Certificates that have been Revoked prior to the expiration of their Validity Period.

Certificate Status Authority (“CSA”): A Certificate Status Authority is the
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component of a PKI that provides authoritative responses to online requests for
Certificate status information, such as Certificate validity, validation of the entire
Certificate Chain, and Revocation status. Certificate Status Authority is more fully
defined in Section 1.3.2.1.

Certificate Type: Certificate Type defines a more granular Certificate usage or
function within a particular Assurance Level. Certificate Types under this CPS are
defined as:

Signing Certificate;

Encryption Certificate;

Identity Certificate;

Card Authentication Certificate;
Content Signing Certificate;

Device Certificate;

SSL / TLS Certificate;

Group Domain-Bound Certificate; and
Group Address Certificate.

VVVYVVVYVYVY

Certificate Types are assigned unique certificate policy OIDs and are listed in
Table 1 by Certificate name and Assurance Level.

Certification Authority (“CA”): A Certification Authority (“CA”) is an
Organization that attests to the binding between an identity and cryptographic Key
Pair. Certification Authority is more fully defined in Section 1.3.2.

Certification Practice Statement (“CPS”): A Certification Practice Statement is a
statement of the practices that a CA employs in creating, issuing, managing, and,
revoking Certificates in conformance with a particular CP.

Client (application): A Client is a system entity, usually a computer process
acting on behalf of a human user, which makes use of a service provided by a
server.

Client-authenticated SSL/TLS-Encrypted Session: A Client-authenticated
SSL/TLS-Encrypted Session is a session securely communicated through use of the
Secure Sockets Layer and Transport Layer cryptographic protocols. For Client-
authenticated SSL/TLS-Encrypted Sessions discussed in this CP, both the Client
and the server authenticate to each other using a Certificate. Upon mutual
validation of identity, the resulting session is encrypted using Public Key
Cryptography.

Content Signing Certificate: A Content Signing Certificate is a Certificate that is
utilized by a Card Management System to Digitally Sign content embedded in
smart cards.

Covered Entity: A Covered Entity (CE) is an individual, organization, or agency
that protects the privacy and security of health information and provides
individuals with certain rights with respect to their health information. Covered
Entities in this CPS are as defined under HIPAA at 45 CFR 160.103.

Cross Certificate/Cross-certification:  Cross-certification is the Issuance of a
Certificate used to establish a trust relationship between two PKIs. The Cross
Certificate is the Certificate Issued by one PKI to another PKI for Cross-
certification.

Cryptographic Service Provider: A Cryptographic Service Provider is an
independent software module or set of programs (e.g. an application program
interface, or “API”) used with a given Device to provide a concrete implementation
of a set of cryptographic algorithms to be used for authentication, encoding,
encryption and other cryptographic functions.

Cryptographic Module: A Cryptographic Module is secure software or hardware

IdenTrust Global Common Certificate Practices Statement v1.4.4 June 16, 2017 Page 22 of 207



that: (i) generates Key Pairs; (ii) stores cryptographic information; and (iii)
performs cryptographic functions.

Device: A Device is a non-human Subscriber of a Certificate. Examples of
Devices include but are not limited to routers, firewalls, servers, and other Devices
capable of securely handling Private Keys and properly implementing PKI
technologies.

Device Certificate: A Device Certificate is a Certificate Issued to a Device.

Digital Signature/Digitally Sign: A Digital Signature is the result of or
mathematical transformation of a document or message through use of
cryptography. To Digitally Sign a message is the act of applying a Digital
Signature. A Relying Party in receipt of a document or message with a Digital
Signature can accurately determine: (i) whether the transformation was created
using the Private Key corresponding to the Public Key; and (ii) whether the
message or document has been altered since the transformation was made.

Direct: Direct refers to the Direct Project (http://wiki.directproject.org/)/. Direct
Project developed the original Direct Ecosystem Community Certificate Policy
Version 0.9 in accordance with its consensus process.

Directory Information Tree: A Directory Information Tree is data represented in
a hierarchical structure containing the Distinguished Names (DNs) of directory
service entries.

DirectTrust: DirectTrust is a non-profit, competitively neutral, self-regulatory
entity operated by and for participants in the Direct community. The establishment
of DirectTrust was anticipated in the Direct Ecosystem Community Certificate
Policy Version 0.9 that was developed and published by the Direct Project Rules of
the Road Workgroup in accordance with the Direct Project consensus process.

DirectTrust operates the Direct Trust Policy Authority (DTPA) that is responsible
for the DirectTrust CP, the approval of related practice statements, and overseeing
the conformance of CA practices with DirectTrust CP.

DirectTrust Certificates: DirectTrust Certificates are those Certificates that are
Issued for use within Direct as defined in the Direct Project Applicability Statement
for Secure Health Transport and more specifically by the DirectTrust Certificate
Policy. DirectTrust Certificates are issued under this CPS asserting IGC OIDs and
OIDs belonging to DirectTrust, asserting compliance with DirectTrust CP.

Distinguished Name (“DN”): A Distinguished Name is a unique name-identifier
for the Issuer or the Subject of a Certificate so that he, she or it can be located in a
directory. For example, a DN might contain the following attributes: common
name (cn), email address (e) or (mail), Organization name (0), Organizational unit
(ou), locality (1), state (st) and/or country (c).

Domain Bound Certificate: A Domain Bound Certificate is a Certificate that
contains a Health Domain Name in the form of a dNSName in the
subjectCommonName and subjectAlternativeName extensions of the Certificate.

Encryption Certificate: An Encryption Certificate is a Certificate Issued to a
Subscriber that can be only used for encryption services.

Enroliment Work Station (“EWS”): An Enrollment Work Station is the customer
side computer application that interfaces with the CMS to accomplish Certificate
registration.

Group Address Certificate: A Group Address Certificate is a Group Certificate
that contains a Health Endpoint Name in the Certificate subject. Group Address
Certificates may be held by a third party that controls and manages access to the
Private Key of the Certificate. See Section 3.2.3.3.
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Group Address Encryption Certificate: A Group Address Encryption Certificate
is a Group Address Certificate that can be only used for encryption services.

Group Address Signing Certificate: A Group Address Signing Certificate is a
Group Address Certificate that can only be used to create a Digital Signature.

Group Certificate: A Group Certificate can be either a Group Domain-Bound
Certificate or a Group Address End-Entity Certificate.

Group Domain-Bound Certificate: A Group Domain-Bound Certificate is a
domain bound Device Certificate that contains a Health Domain Name in the
Certificate subject. Group Domain-Bound Certificates may be held by a third party
that controls and manages access to the Private Key of the Certificate. See Section
3.2.3.3.

Group Domain-Bound Encryption Certificate: A Group Domain-Bound
Encryption Certificate is a Group Domain-Bound Device Certificate that can be
only used for encryption services.

Group Domain-Bound Signing Certificate: A Group Domain-Bound Signing
Certificate is a Group Domain-Bound Device Certificate that can only be used to
create a Digital Signature.

Government Agency: A Government Agency is an agency, unit, department,
division or other subdivision of any governmental authority of any jurisdiction.

Healthcare Entity: A Healthcare Entity (HE) is an entity involved in healthcare,
that has agreed to protect private and confidential patient information consistent
with the requirements of HIPAA although it is not a Covered Entity or Business
Associate as defined under HIPAA at 45 CFR 160.103.

Health Information Service Provider (“HISP”): A Health Information Service
Provider (HISP) is an entity that processes Direct-compliant messages to and from
Direct addresses, each of which is bound to a Direct-compliant X.509 digital
Certificate. Acting in the capacity of an agent for the Subscriber, the HISP may
hold and manage Private Keys associated with a DirectTrust Certificate on behalf
of the Subscriber.

Health Domain Name: A Health Domain Name is a string conforming to the
requirements of RFC 1034 and identifies the organization that assigns the Health
Endpoint Names.

Example: direct.sunnyfamilypractice.example.org. A Health Domain Name must
be a fully qualified domain name, and should be dedicated solely to the purposes of
health information exchange.

Health Endpoint Name: A Health Endpoint Name is a string conforming to the
local-part requirements of RFC 5322. Health Endpoint Names express real-world
origination points and endpoints of health information exchange, as vouched for by
the organization managing the Health Domain Name.

Example: johndoe (referring to in individual), sunnyfamilypractice, memoriallab
(referring to organizational inboxes), diseaseregistry (referring to a processing
queue).

ID Form: The ID Form a document incorporated into the Subscriber Agreement
and is a document that, among other things (a) is used by the Applicant to provide
personally identifying information as part of the Registration process, (b) must be
signed by the Applicant, and (c) contains a declaration of identity by the Applicant.

Identification and Authentication (“1&A”): ldentification and Authentication is
the process of affirming that a claimed identity is correct by comparing the claims
offered by an Applicant with previously proven information. 1&A requirements for
this CPS are fully described in Section 3.
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Identity Certificate: An Identity Certificate is a Certificate Issued to a Subscriber
that can be used to authenticate the Subscriber by a Relying Party.

IdenTrust subjectID: An IdenTrust SubjectID is included in the subjectDN field
of Certificates as an (ou) attribute and, for Certificates where use includes
authentication of the subject of the Certificate, is also utilized as a User Principal
Name (UPN) structure in the subjectAlternativeName extension of the Certificate.
The IdenTrust subjectID in any given Certificate issued by the ldenTrust CA is to
be unique among ldenTrust SubjectIDs operational within the PKI.

IdenTrust SubjID: has the same meaning as IdenTrust subjectID.

Individual: An Individual is a natural person and not a juridical person or legal
entity.

Issue / Issuance: To Issue, or Issuance is the act performed by a CA in creating a
Certificate, listing as Issuer itself or, alternately, listing as Issuer a name which the
CA has obtained a license to use for such purpose. Issuance also involves notifying
the Applicant of Certificate contents, that the Certificate has been created and that
the Certificate is available for Acceptance.

Issuer: An Issuer is the Organization that owns a CA Private Key used to Digitally
Sign Certificates and (a) is named (or uses a name to which it owns or has licensed
for such purpose) as the Issuer in the Issuer DN field in a Certificate.

Identity Verification Provider (“IVP”): An Identity Verification Provider is an
Organization that provides affirmation of identity and claims made by an Applicant
in support of I&A. IVPs are considered authoritative and must able to demonstrate
through policy and audit that the data is accurate and maintained with appropriate
integrity, privacy and confidentiality.

Key: A Key is a broad term encompassing all of the defined Keys in this Section
1.6.

Key Generation: Key Generation is the process of creating a single Key
(symmetric cryptography) or a Key Pair (asymmetric cryptography).

Key Pair: A Key Pair is two mathematically related Keys consisting of a Public
Key and its corresponding Private Key. Key Pair properties ensure that: (i) one
Key can be used to encrypt a message that can only be decrypted using the other
Key; and (ii) even knowing one Key, it is computationally infeasible to discover
the other Key.

Key Storage Module (“KSM™): A Key Storage Module is secure software or a
hardware Cryptomodule used to store Private Keys and to perform private key
operations such as Digital Signature generation. KSM is used in this policy to refer
to Cryptomodules used by a Subscriber in daily operations. KSM is inclusive of
software and hardware Cryptomodules as well as different form factors such as
smart cards or USB tokens. See also Cryptomodule.

Licensed Notary: A Licensed Notary is an Individual commissioned by a
Government Agency to perform notarial acts within that government's jurisdiction
and whose commission remains in good standing. Licensed Notaries may include
but are not limited to consulate officers, court clerks and may include bank officers
or other Individuals.

Lightweight Directory Access Protocol (“LDAP”): Lightweight Directory
Access Protocol is a protocol used by browsers and Clients to look up information
in directory services based on the x.500 standard.

Local Registration Authority (“LRA”): A Local Registration Authority is an
Individual who collects and confirms Applicant identity information and any other
information provided by the Applicant for inclusion in a Certificate. Local
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Registration Authority is more fully defined in Section 1.3.4.

Machine Operator: A Machine Operator may be a Primary Machine Operator or a
Secondary Machine Operator.

NIP Number: A National Provider Identifier or NPI is a unique 10-digit
identification number issued to health care providers in the United States by the
Centers for Medicare and Medicaid Services (CMS).

Non Declared Entity: A Non Declared Entity (ND) is an entity that has not
asserted it will protect personal health information with privacy and security
protections that are equivalent to those required by HIPAA and is not a Patient /
Consumer.

Object Identifier (“OID”): An Object Identifier is a unique numeric identifier
registered under the ISO registration standard to reference a specific object or
object class. OIDs are used within this CPS to uniquely identify the CP, Certificate
Types, cryptographic algorithms, and other objects within the PKI.

Online Certificate Status Protocol (“OCSP”): Online Certificate Status Protocol
is an internet protocol described in RFC 2560 used to obtain Revocation status of a
Certificate.

OCSP Request: An OCSP Request is a message by a Relying Party to a CSA
requesting the current status of a Certificate via OCSP. An OCSP Request includes
but is not limited to the following data attributes: (i) date and time of the request;
(ii) requester identifier (iii) Certificate serial number; (iv) Issuer DN hash; and (v)
Issuer Key hash.

OCSP Response / OCSP Responder: An OCSP Response is the message sent by
the CSA in response to an OCSP Request, which indicates whether the status of the
Certificate in question is valid, Revoked, or unknown. The OCSP Response
includes but is not limited to the following data attributes: (i) date and time of the
response; (ii) Certificate serial number; (iii) Issuer DN hash; (iv) Issuer Key hash,
(v) success or failure indication; and (vi) Digital Signature of the OCSP Responder.

Operational Period: An Operation Period is a Certificate’s actual term of validity,
beginning with the start of the Validity Period and ending on the earlier of: (i) the
end of the Validity Period disclosed in the Certificate, or (ii) the Revocation of the
Certificate.

Organization: An Organization is an entity legally recognized in its jurisdiction of
origin, (e.g., a company, corporation, partnership, sole proprietorship, Government
Agency, non-government Organization, university, trust, special interest group, or
non-profit corporation).

Out-of-Band (“O0B”): Out-of-Band is communication methodology between
parties utilizing a means or method to communicate that differs from another
means or method of communication also used by the parties. As an example, a
party could use a courier to communicate one piece of information to a party, and
the internet to communicate a different piece of information.

Participants: Participants include all entities operating within an OBB PKI.
Participants include but are not limited to those entities described in Section 1.3 of
this CP.

Participant CA: A Participant CA is a legal entity that is Issued a Sub-CA
Certificate by the IGC Root CA. A Participant CA is operated and managed by
IdenTrust. The Participant enters into an Agreement with IdenTrust, which
requires that IdenTrust operate the Participant CA and requires the Participant CA
to follow and adhere to the provisions of this CPS and the relevant CA CPS when
performing RA functions.

Passphrase: A Passphrase is Activation Data created and used by the Applicant for
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authentication and delivered to the CIS in a secure manner. The Passphrase later
presented by the Applicant for authentication to the CIS prior to performing
Certificate management tasks (e.g., retrieving the Certificate).

PKI1 Service Providers: PKI Service Providers are CAs, RAs, CSAs, and
Repositories providing services described in this CPS or within the PKI defined by
this CP.

Policy Management Authority (“PMA”) / Policy Approval Authority
(“PAA™): A Policy Management Authority is an Organization or committee
established for a PKI responsible for making recommendations or for setting,
implementing, interpreting, and administering policy decisions regarding a CP and
may in some instances be responsible for resolving disputes between parties subject
to the CP. A Policy Approval Authority is an Organization or Committee
responsible for approval of CPs, CPSs, and other policy documents related to a
PKI.

Policy Qualifier: An attribute within the Certificate Policy descriptor that is
included in a Certificate profile and is used to provide \additional information
specific to the named Certificate Policy and certificate policy OID.

Private Key: A Private Key is the Key of a Key Pair kept secret by its holder, used
to create Digital Signatures or to decrypt data encrypted with the holder's
corresponding Public Key.

Public Key: A Public Key is the Key of a Key Pair publicly disclosed by the
holder of the corresponding Private Key via a Certificate. The Public Key is used
for Validation of a Digital Signature and encryption of data.

Public Key Cryptography: Public Key Cryptography is a type of cryptography
also known as asymmetric cryptography that uses mathematical algorithms and
unique Key Pairs of mathematically related numbers. The Public Key can be made
available to anyone who wishes to use it, while the Private Key is kept secret by its
holder. Private Key can be used to decrypt information or generate a Digital
Signature; the corresponding Public Key is used to encrypt that information or
verify that Digital Signature. In addition, the Public Key cannot be used to derive
the Private Key without a large work factor.

Public Key Infrastructure (“PKI”): A Public Key Infrastructure is a set of
policies, processes, server platforms, software and workstations used for
administering Certificates and Public-Private Key Pairs, including the ability to
Issue, maintain, and Revoke Certificates.

Re-Key: Re-Keying a Certificate consists of creating new Certificate with a
different Public Key (and serial number) while retaining the remaining contents of
the old Certificate that describe the subject. The new Certificate may be assigned a
different validity period, key identifiers, specify a different CRL distribution point,
and/or be signed with a different

Key: Re-Key of a Certificate does not require a change to the subjectName and
does not violate the requirement for name uniqueness.

Reasonable Reliance: Reliance on a Certificate is considered Reasonable Reliance
when a Relying Party has:

» Agreed to be bound by the terms and conditions of the IGC-CP and this
CPS;

» Verified the Digital Signature and Certificate were valid at the time of
reliance by using OCSP and the RFC 5280 certification path validation
process as required by IGC-CP and this CPS; and

> Used the Certificate for purposes appropriate under the CA’S CPS,
without knowledge of any facts that would cause a person of ordinary
business prudence to refrain from relying on the Certificate, and under
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circumstances where reliance would be reasonable and otherwise in good
faith in light of all the circumstances that were known or should have been
known to the Relying Party prior to reliance.

Registration: Registration is the process of receiving or obtaining a request for a
Certificate from an Applicant, and collecting and entering the information needed
from that Applicant to include in and support I&A and the Issuance of a Certificate.

Registration Agent: A Registration Agent is an Individual appointed directly by a
CA or RA. A Registration Agent may also be an LRA or Trusted Agent appointed
by a CA or RA or may also be a Licensed Notary or other official of a Government
Agency. A Registration Agent assists CAs and RAs by providing in-person I&A in
accordance with Section 3.

Registration Authority (“RA”): A Registration Authority (“RA”) is an
Organization that is responsible for collecting and confirming an Applicant’s
identity and any other information provided by Applicant for inclusion in a
Certificate. Registration Authority is more fully defined in Section 1.3.3.

Registration Authority Agreement: A Registration Authority Agreement is an
agreement entered into between an Organization and a CA authorizing the
Organization to act as a Registration Authority for the CA, and detailing the
specific duties and obligations of the RA, including but not limited to the
procedures for conducting appropriate 1&A on Applicants.

Registration Practices Statement (“RPS”): The Registration Practices Statement
(“RPS”) describes the registration practices of an External Registration Authority
in performance of duties and obligations to fulfill the requirements of the IdenTrust
Global Common Certificate Policy.

Relying Party: A Relying Party is an Organization, Subscriber, Device or any
entity that relies upon the information contained within a Certificate and upon
Certificate status received from a CSA. Relying Party is more fully described in
Section 1.3.8.

Repository: A Repository is an online system maintained by or on behalf of a CA
for storing and retrieving Certificates and other information relevant to Certificates
and Digital Signatures, including CPs, CPSs and information relating to Certificate
validity or Revocation.

Requestor: A Requestor is an authorized agent of an Organization who invites an
Individual to apply for an Affiliated Certificate.

Revocation or Revoke a Certificate: Revocation is the act of making a Certificate
ineffective permanently from a specified time forward. Revocation is effected by
notation or inclusion in a set of Revoked Certificates (e.g., inclusion in a CRL).

Root Certificate: A Root Certificate, also known as a Trust Anchor, is a CA
Certificate Issued by a CA at the top of a hierarchical PKI. For the PKI described
under this CPS, The Root Certificate is the self-signed CA Certificate Issued by
and to the IGC Root.

Secondary Machine Operators List: The Secondary Machine Operators List is a
list of individuals who are designated by a Primary Machine Operator to act in the
role of Secondary Machine Operator. Initial list of individuals so designated must
be made in the Subscribing Organization Authorization Agreement prior the
submission of the completed and fully executed Subscribing Organization
Authorization Agreement to the CA in connection with an application Registration
process for the relevant Device Certificate. Then after, from time to time, the
Primary Machine Operator may submit an updated list to the CA as provided in the
Subscribing Organization Authorization Agreement, and each such updated list,
once recorded by the CA, shall supercede the version of the list recorded by the CA
prior to such updated list being recorded. The CA shall record submitted to the CA

IdenTrust Global Common Certificate Practices Statement v1.4.4 June 16, 2017 Page 28 of 207



in the Subscribing Organization Authorization Agreement as part of the
Registration process in the CA database. Any updated lists provided to the CA by
the Primary Machine Operator as provided for in the Subscribing Organization
Authorization Agreement will be recorded by the CA by adding such updated list
to the archived documents associated with the relevant Device Certificate account
record.

Separation-of-Duties/Multi-party Control: Separation-of-Duties or Multi-party
Control are procedures or techniques whereby no single Individual possesses the
equipment or authorization to view, alter, or otherwise have access to sensitive or
confidential information in a particular PKI. Tasks are separated into multiple
subtasks and distributed to more than one Individual, requiring the participation of
two or more Individuals to complete the task. The purpose of Separation-of-Duties
and Multi-party Control is to reduce risk of PKI compromise.

Server-Authenticated SSL/TLS-Encrypted Session:  Server-authenticated
SSL/TLS-Encrypted Sessions as discussed in the CP are those sessions in which a
Subscriber or Client is directed to a specified secure URL (https://). The SSL-
enabled client software confirms the identity of the ldenTrust secure server by
validating the Certificate presented by the server. The subsequent session
established is encrypted through use of the Secure Sockets Layer and Transport
Layer Security cryptographic protocols.

Signing Certificate: A Signing Certificate is a Certificate Issued to a Subscriber
that can be used to create Digital Signature to establish integrity of content.

Sponsor: A Sponsor is an Organization that authorizes Issuance of a Certificate to
an Individual or a Device. (e.g., an employee’s supervisor who authorizes the
Issuance of a Certificate to the employee, or the head if an information systems
department that authorizes Issuance of a Device Certificate to an SSL server). The
Sponsor is responsible for either supplying or confirming Certificate attribute
details to the CA or RA,; and is also responsible for informing the CA or RA if the
relationship with the Subscriber or Device is terminated or has changed such that
the Certificate should be Revoked or updated.

Sponsor Antecedent: A Sponsor Antecedent is an Organization that attests to the
validity of an Applicant through their on-going relationship, date of Antecedent
Event and provides unique Applicant identity information to the Registration
Agent.

SSL / TLS Certificate: A SSL / TLS Certificate is a Certificate Issued to a Device
that is utilized to establish an encrypted session between a Client and a server.

Subject Name or Subject Distinguished Name: See Distinguished Name.

Subordinate CA: A Subordinate CA is an Organization Issued a Sub-CA
Certificate by the IGC Root CA. All Subordinate CAs under this CPS are required
to be operated and managed by IdenTrust. All Subordinate CAs are required to
follow and adhere to the provisions of the IGC-CP and this CPS when performing
RA functions.

Subscriber: A Subscriber is an end-entity Individual or Device to whom or to
which a Certificate is Issued. Subscribers may use Certificates for purposes
indicated by the Certificate Type. Where Certificates are Issued to Devices, there
must be an Individual (Primary Machine Operator) who is responsible for carrying
out Subscriber duties.

Subscriber Agreement: The Subscriber Agreement is a legally binding contract
that provides terms and conditions applicable to a Certificate that is applied for by
an Applicant and, if Issued, Issued to that Applicant as the Subscriber of that
Certificate.

Subscribing Organization: A Subscribing Organization is an Organization that
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1.6.2

Acronyms

authorizes affiliation with Subscribers. Subscribing Organization is more fully
described in Section 1.3.7.

Subscribing Organization Authorization Agreement: The Subscribing
Organization Authorization Agreement is completed by and submitted in
conjunction with Registration for some types of Certificates.

Suspension or Suspend a Certificate: Suspension is the act of making a
Certificate ineffective temporarily from a specified time forward. Suspension is
affected by notation or inclusion in a set of Suspended Certificates (e.g., inclusion
ina CRL).

System Transaction: The successful execution of all of the following components
and steps: (i) Creation of a Digital Signature; (ii) Verification that the Subscriber’s
Digital Signature was created by the Private Key corresponding to the Public Key
in the Certificate; and (iii) Verification that the Certificate was valid by using
OCSP and the RFC 5280 certification path validation process as required by the
IGC-CP and this CPS.

Trust Anchor: See Root Certificate.

Trusted Agent: A Trusted Agent (“TA”) is an Individual who acts on behalf of
the CA, RA, or LRA to collect and/or confirm information regarding Applicants
and/or Subscribers, and where applicable to provide support regarding those
activities to the Applicants and/or Subscribers. Trusted Agents are more fully
defined in Section 1.3.5.

Trusted Role: A Trusted Role is a role involving functions that may introduce
security problems if not carried out properly, whether accidentally or maliciously.
The functions of Trusted Roles form the basis of trust for the entire PKI.

User Principal Name (“UPN”): A User Principal Name is an attribute used in
PKI, the format of such attribute being an Internet-style login name for a user based
on the Internet standard RFC 822

Validity Period: Validity Period is the intended term of validity of a Certificate,
beginning with the notBefore date asserted in the Certificate and ending with the
notAfter date asserted in the Certificate.

Zeroize: Zeroize is to erase electronically stored data by altering or deleting the
contents of the data storage and overwriting with binary zeros so as to prevent the
recovery of the data.

ASN.1 Abstract Syntax Notation (version 1)
CA Certification Authority

CHUID Card Holder Unique Identifier

CIS Certificate Information System
CMS Card Management System

CP Certificate Policy

CPS Certification Practice Statement
CRL Certificate Revocation List

CSA Certificate Status Authority

CSS Certificate Status Server

DN Distinguished Name—See Subject Name/Subject Distinguished
Name

DNS Domain Name System
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DSA
EAL
EWS
ECDSA
EWS
FASC-N
FBCA
HIPAA

1&A
IGC
IGC PIV-I

ISO
VP
KSM
LDAP
LRA
OID
OCSP
OOB
OoTC
PIV
PIV-I1
PMA/PAA
RA
RFC
SSL/TLS
TA
UPN
URI
URL
uulIbD
X.500

X.509, v.3

Digital Signature Algorithm

Evaluation Assurance Level

Enrollment Work Station

Elliptic Curve Digital Signature Algorithm
Enrollment Work Station

Federal Agency Smart Credential Number
U.S. Federal Bridge Certification Authority

HIPAA is the federal Health Insurance Portability and
Accountability Act of 1996.

Identification and Authentication
IdenTrust Global Common

IdenTrust Global Common - Personal Identity Verification
Interoperable

International Organization for Standardization
Identity Verification Provider

Key Storage Module

Lightweight Directory Access Protocol

Local Registration Authority

Object Identifier

Online Certificate Status Protocol

Out-of-Band

One Time Code

Personal Identity Verification

Personal Identity Verification — Interoperable
Policy Management Authority / Policy Approval Authority
Registration Authority

Request for Comments

Secure Sockets Layer and Transport Layer Security
Trusted Agent

User Principal Name

Uniform Resource ldentifier

Uniform Resource Locator

Universally Unique Identifier

The ITU-T (International Telecommunication Union-T) standard
that establishes a distributed, hierarchical  directory  protocol
organized by country, region, Organization, etc.

The ITU-T (“International Telecommunication Union-T”)
standard for Certificates adopted as ISO/IEC 9594-8 (2001).
X.509, version 3, refers to Certificates containing or capable of
containing extensions.
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XKMS XML Key Management Specification
XSMS XML Subscriber Management Specification
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2. PUBLICATION AND REPOSITORY RESPONSIBILITIES

2.1 Repositories

IdenTrust performs the role and functions of the Repository and provides information over the Internet
concerning the status of Certificates that are Issued under the IGC Root Certificate at
http://validation.identrust.com/crl. Some Participant CAs may have different logical locations for their
Repositories that have been approved by the IdenTrust PMA. In such cases, the URIs are described in
Appendix A. The information on each site depends on the form of the information and the protocols for
accessing and using it. Certificates, Certificate status information, CRLs and other relevant information is as
indicated below in Section 2.2.

IdenTrust operates Repositories to support the PKI operations of IdenTrust, its CAs and all Cross-certified
Relying Party populations. Mechanisms used for posting information into a Repository include:

» Hypertext Transfer Protocol (HTTP) or Directory Server Systems that provide access through the
Lightweight Directory Access Protocol (LDAP);

» Availability of the information as required by the Certificate information posting and retrieval
stipulations of this CPS; and

» Access Control mechanisms when needed to protect Repository availability and information as described
in later Sections.

2.2 Publication of Certificate Information

291 Publication of Certificates that are Issued to Subscribers under the provisions of this CPS
Certificates are created with a CRL Distribution Point (“CDP”) that contains the
and Certificate locations where the Certificate can be validated, i.e., where Revocation can
Status be checked by others using CRLs retrieved by using HTTP GET (and from

an LDAP Directory as a secondary mechanism).

CRLs are published in DER-encoded format (binary).

The latest CRLs for end-entity Certificates are published at:
http://validation.identrust.com/crl/igcca[x].crl. Alternatively, a Participant
CA may use a URI specified in Appendix A that has been previously
approved by the IdenTrust PMA.

[X]: Iteration of the Subordinate IGC CA .

2.2.2 Publication of The IGC Root CA is a self-signed Certificate. Revocation information for
CA the IDC Root CA Certificate is not published. Information regarding
Information Certificate Issued to the IGC Root CA <can be found at

http://validation.identrust.com/roots/igcrootca[x].p7c.

IdenTrust publishes Sub-CA Certificates at
http://validation.identrust.com/certs/igcca[x].cer. CA Certificates can be
downloaded by the following the instructions and utilizing the links found
at http://identrust.com/support.

Past and current versions of this CPS are published to a repository made
accessible through links on IdenTrust’s support pages. The complete CPS
is not publicly published; however, a redacted version of the CPS
containing information suitable for disclosure is available to Subscribers
at: http://identrust.com/support. Alternatively, a Participant CA may use a
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http://identrust.com/support
http://identrust.com/support

URI specified in Appendix A.

IdenTrust provides IGC Certificate status responses via both HTTP and
OCSP through a highly scalable infrastructure designed to be highly
available. Certificates and status are not published via LDAP.

2.2.3 Interoperability

Directory interoperability information is provided in Section 10 below.

2.3 Time, Frequency, and Availability of Publication

All information to be published in the Repository, including this CPS and any revisions, are published
promptly upon becoming available. CA Certificates are published to the Repository immediately upon
Issuance. Certificates of Subscribers are not published to a publicly available Repository. CRLs are
published to the locations indicated above immediately upon Issuance as specified in Section 4.9.7.

2.4 Access Controls on Repositories

The IdenTrust Repository contains only the information that is intended for public dissemination described in
Section 2.2. Certificates that contain a UUID in the subjectAlternativeName extension are not published to
publicly accessible repositories.

IdenTrust does not impose Access Controls on the Repository for "read" operations. However, as a
condition to accessing or using the Repository or other Certificate status services, the PKI Participant must
Accept and agree to the terms of use for the Repository, or Certificate status services as specified at that site
or as otherwise specified herein.

Administrative access to the Repository is through Access Control mechanisms requiring Individual
authentication for logins. Role-based Access Controls prevent unauthorized persons from adding, deleting,
or modifying Repository information. CRLs are Digitally Signed and time-stamped to detect any
modification.

The Repository is physically located in the secure room in IdenTrust’s primary facility and has the physical
Access Controls described in Section 5.1.

See also Section 5 and Section 6 for further descriptions of the Access Controls on the Repository.

3. IDENTIFICATION AND AUTHENTICATION

3.1 Naming
3.1.1 Types of CAs only generate and Sign Certificates that contain a non-null subject
Names Distinguished Name (*DN”) complying with the X.500 standard. Names
used in Certificates are X.501 Distinguished Names (“DN”s).
Individuals

DNs include the Subscriber’s common name (cn) may be expressed in one
of the following formats: where cn = <firstname MI lastname> or cn=
<firstname middlename lastname> or cn= <firstname middlieinitial
lastname> or cn= <firstname lastname>. The subjectDN contains either
the value “Unaffiliated” in the organization (o) attribute or if affiliated, the
Subscribing  Organization’s name in Organization (o) attribute.
Certificates also contain the Subscriber’s verified email address as UPN
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within the subjectAlternativeName extension field.
Group Certificates

Group Domain-Bound Certificates contain the domain name of the
Organization in two places:

1) The subjectAltName extension formatted as a ANSName; and
2) The common name (cn) of the subjectDN.

Group Address Certificates contain the address to which the Certificate is
bound in the Certificate subjectAltName extended attribute, expressed as
an rfc822Name.

Group Address Certificates issued to Covered Entities (CE) contain the
NPI Number named in the subjectAltName extended attribute.

Devices

Certificates that are Issued to Devices use the name of the server, service,
or application, or another identifier, provided that each name or identifier
is must be confirmed with the Organization in accordance with Section
4.2.2.

For SSL Certificates, the registered and authenticated FQDN is placed in
the cnattribute of the subject field and is contained in the Certificate
subjectAlternativeName extension field.

Using a wildcard character (*) is allowable in the CN or subjectAltName
of an SSL Certificate. Care should be taken to ensure that the wildcard
character falls immediately to the left of the registry-controlled public
suffix and domain namespace encompassed by the wildcard DN.

IGC PIV-1 Content Signing

IGC PIV-l Content Signing Certificates indicate the Organization
administering the CMS in an appropriate relative Distinguished Name
attribute (e.g., Organization (0), organizational unit (ou), or domain
component (dc) attribute).

Card Authentication Certificates

Basic Hardware Card Authentication Certificates, IGC Medium Hardware
Card Authentication Certificates and PIV-l Card Authentication
Certificates subjectDN do not contain the common name (cn) attribute.
Instead, the serial number attribute in the subjectDN is populated with the
UUID as described in Section 3.1.5 of this CPS. The subjectDN contains
either the value “Unaffiliated” in the Organization (o) attribute or if
affiliated, the Subscribing Organization’s name in Organization (0)
attribute.

Subordinate CAs

CA Certificates that are Issued by the IdenTrust Global Common Root CA
subjectDN is “cn = IGC CA [x]?, or in the case of Participant CAs, cn = a
unique CA name designated by the IdenTrust PMA for the Subscribing
Organization. The subjectDN contains o = “ldenTrust” as the name of the
Organization that owns and is legally responsible for the CA, ou =

% [x]: Iteration of the Sub CA. (e.g., IGC CA 1, IGC CA 2, etc.)
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3.1.2 Need for
Names to Be
Meaningful

“IdenTrust Global Common” and ¢ = country of Issuer, designated by a
two-letter international country code”.

Root CA

The Issuer and subjectDN for the IdenTrust Global Common Root CA is
“cn = IdenTrust Global Common Root CA [x]*, 0 = IdenTrust, ¢ = US.”

Cross-Certifying Bridge CA

The subjectDN for the Cross Certificate Issued to cross-certifying bridges
is “cn = [bridge name] CA, ou = [cross-certifying bridge ou], o = [entity
legal name], c = [Cross-Certification bridge country]”.

Implementation of the above naming conventions is found in 1GC
Certificate Profiles.

Names used in Certificates identify Subscribers and their Organizations.
Names are never to be misleading.

The Directory Information Tree will accurately reflect Organizational
structures through the use of the “0” (Organization) and “ou
(organizational unit) attributes in the subjectDN.

The Access Controls for the registration system are configured such that
LRAs and RA Systems are granted only Certificate lifecycle management
rights for Subscribers within a certain domain or Organization namespace.
These restrictions help prevent the LRA and RA System from issuing
Certificates to unauthorized persons and are enforced by the CA.

When User Principal Names (UPNs) are used, they are populated with the
Subscriber’s verified email address ensuring uniqueness using the
following structure: “unique name@Domain”, where “unique name” is
either a UUID or subjectID (see Section 3.1.5). Subscribing Organizations
provide the Domain(s) that are to be used for those Applicants who are
affiliated. The Domain(s) association is ensured based on the Subscribing
Organization’s obligations agreed to in accordance with Section 9.6.5.3.
Only Applicant emails with authorized Domains in the system are
accepted during registration. For unaffiliated Applicants the association is
created based on the verification of control over the email containing the
Domain. For all Applicants, affiliated and unaffiliated), the Domain is
extracted from the email provided during registration.

Name unigueness is provided by unique identifiers described in Section
3.1.5 below.

The minimum names contained within subjectDN of a Subscriber
Certificate are:

» The subject:commonName field lists the legal name of the
Subscriber of the Certificate as verified through the identity
proofing process described in Section 3.2. The name will include

*[x]: Iteration of the IdenTrust Global Common Root CA. (e.g., IdenTrust Global Common Root CA 1, IdenTrust

Global Common Root CA 2, etc.)
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3.1.3 Anonymity or
Pseudonymity
of Certificate
Holders

3.14 Rules for

Interpreting
Various Name
Forms

3.15 Uniqueness of
Names

first name, middle initial or name (if available, but not enforced)
and last name. In the case of a Device Certificate, for an SSL
certificate, the subject:commonName field identifies the Device by
its FQDN or for other non-SSL Device identifier as specified in
IGC Profiles.

» The subject:organization (o) lists the name of the Subscribing
Organization with which the Subscriber is affiliated.

» When User Principal Names are used, they are unique within the
CA namespace and accurately reflect Organizational structures.

All CAs are prohibited from issuing anonymous or pseudonymous
Certificates.

Distinguished Names in Certificates will be interpreted using the X.500
series of specifications and ASN.1 syntax. Email names in the subject
AlternativeName extension field are interpreted using RFC 5322,
specifying the format of Internet email messages. Email addresses and
FQDNs can be resolved through DNS. RFC 5280 describes how character
sets and strings are to be interpreted in Issuer, subject, and alternative name
extension fields. RFC 2253 explains how an X.500 Distinguished Name in
ASN.1 is translated into a UTF-8 human-readable string representation, and
RFC 2616 explains how to interpret Uniform Resource Identifiers for
HTTP references.

Rules for interpreting PIV-I Hardware Certificate UUID names are
specified in RFC 4122.

Subscriber Certificates

Uniqueness is ensured for the Distinguished Name or subjectDN in the
Certificate through the use of subjectID or UID as described below.

Subiject Identifier (subjectID)

A subjectID based on information input by the LRA or TA, may be passed
into the CA through the RA System of a Subscribing Organization as a
fully formed UPN with the Subscriber’s verified email address. The
subjectID is included in the subjectDN as an (ou) attribute and may be
utilized as a UPN structure in the subjectAlternativeName extension field
of Certificates intended for authentication, as defined by Certificate type in
the Certificate Profiles document.

Each subjectID used by IdenTrust in Certificates that are Issued by the
IdenTrust CA will be unique among subjectIDs used in Certificates that are
Issued by the IdenTrust CA. The subjectID consists of three components:

1) IP Address of the CA system (4 bytes);
2) Current date and time (8 bytes); and
3) A sequence number (4 bytes).
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3.16

Recognition,
Authentication,
and Role of
Trademarks

The resulting value is expressed as a 32-character hexadecimal number and
is used to distinguish Subscribers. The IdenTrust subjectID can be used by
itself in which case it is populated in the subjectDN as an (ou) attribute. It
can also be used in conjunction with the “@” symbol and the domain name
from the Applicant’s verified email address to create a UPN structure. The
Subscriber’s ldenTrust subjectID remains the same when an existing
Certificate is used as the basis for issuing a new Certificate (e.g., issuing
Encryption Certificate based on Signing Certificate). Each time the
Subscriber undergoes initial identity validation as specified in Section 3.2,
the Subscriber is assigned a new ldenTrust subjectID.

Unique IDentifier (UID)

For Certificates asserting an Assurance Level of PIV-l Hardware, the UID
and UPN are used to ensure uniqueness.

A Unique IDentifier (UID) is generated under the parameters defined for a
UUID in versions 1, 4 or 5 in RFC 4122. The resulting value is expressed
as a 32-character hexadecimal number. The UID can be used by itself, in
which case it will populate an OU field in the Subject extension, or it can
be used in conjunction with the “@” symbol and the domain name from the
Applicant’s email address to create a UPN structure. In either case, the
UID remains the same when an existing Certificate is used as the basis for
issuing a new Certificate. Similarly, each time an existing Subscriber
undergoes initial identity validation to obtain another Certificate; the
Subscriber is assigned the same UID and UPN.

Device Certificates

Device Certificate uniqueness is ensured through the inclusion of the
unique subjectlD in an (ou) field of the subjectDN as described above.
Additionally, uniqueness is ensured through inclusion of FQDNs, IP
addresses, program component identifiers, serial numbers or other similar
identifiers (Subject Name) expressed within the subjectCommonName (cn)
of the subjectDN of the Device Certificate.

SSL Certificates are Issued only to Devices corresponding to a FQDN that
has been successfully verified with a FQDN registrar.

CA Certificates

The IdenTrust CA Administrator ensures name uniqueness among CAs by
reviewing each CA Certificate Profile before it is implemented to ensure
that no two CAs use the same name.

Applicants are prohibited from using names or marks that infringe upon the
intellectual property rights of others. An Applicant is not guaranteed that
its Certificate’s subjectDN will contain any requested trademark, and an
Applicant requesting a specific name may be required to demonstrate the
right to the use of that name. CAs and RAs may request evidence of
ownership of trademarks or the findings and orders from courts or other
tribunals. A Certificate will not be Revoked merely because there is
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another rightful owner of a name or mark when the subjectDN is sufficient
for identification within the PKI and is non-infringing or otherwise not
deceptive. Without incurring any liability to an Applicant or Subscriber,
the CA or RA may reject any application or Revoke a Certificate because
of a name or trademark dispute.

Any PKI Participant aggrieved by a decision may proceed under the
Dispute Resolution Procedures outlined in Section 9.13. If appropriate,
IdenTrust will coordinate with and defer to an appropriate naming
authority. If it is determined that the intellectual property rights of a third
party have been infringed because a Subscriber provided incorrect
information in order to receive the infringing name or mark in its
Certificate, that Subscriber hereby agrees to indemnify and hold IdenTrust,
the CA, and the RA, harmless for any losses or damages arising out of the
use of such name or mark.

317 Name Claim CAs will escalate any Name Claim Disputes to the IdenTrust PMA. The
Dispute IdenTrust PMA will resolve any name collisions brought to its attention
Resolution that may affect interoperability.
Procedure

3.2 Initial Identity Validation

The CA and RA are responsible for ensuring that proper 1&A of Applicants is performed prior to the
Issuance of Certificates. CAs and RAs may designate one or more employees as LRAs and may also enroll
TAs to perform I&A in accordance with this Section 3.

3.21 Method to Prove In all cases where the Subscriber named in a Certificate generates its own
Possession of Keys, an RSA PKCS#10 Certificate signing request is used to establish that
Private Key an Applicant holds the Private Key that corresponds to the Public Key

included in a Certificate. The PKCS#10 is submitted by the Applicant in a
secure manner and verified by the CA as part of the Certificate Issuance
process as described below in Section 4.3. This occurs during a Server-
Authenticated SSL/TLS Encrypted Session with the IdenTrust CA system.

Proof of possession of the Private Key is established by verifying that the
Applicant’s Digital Signature in the PKCS#10 was created by the Private
Key corresponding to the Public Key in the PKCS#10 as described in the
Issuance processes under Section 4.3.1.

For Private Keys used for Encryption Certificates, the Keys can be
generated by the Applicant, RA, or the CA. Proof of possession of the
Private Key for Encryption Certificates is established in the same manner as
described in this Section. In the case when the Encryption Private Keys are
generated by the Applicant, proof of possession of Encryption Private Key
is established by verifying that the Applicant’s Digital Signature in the
PKCS#10 was created by the Private Key corresponding to the Public Key
in the PKCS#10. The IdenTrust PMA has determined the use of
Encryption Certificate Private Keys to create a Digital Signature only in a
PKCS#10 for the purpose of establishing proof of possession is an
acceptable use of such Private Key.

For the PIN-Protected Certificate Issuance process described in Section
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3.2.2

Authentication
of Organization
Identity

4.3.1.2, an LRA generates the Keys either (1) directly on the party’s
Cryptomodule, or (2) in a Key generator that securely transfers the Key to
the party’s Cryptomodule. In this case, proof of possession is not required.

CAs Issue Certificates to individual Subscribers having no affiliation with
an Organization or who are acting in a personal capacity and not a
professional capacity. In this case, the authentication of the affiliation of
the Applicant with an Organization is not required and the practices
explained in this Section are not executed.

Prior to approving the inclusion of Organizational identity information in an
Affiliated Certificate, the RA verifies:

1) The Organization with which the Subscriber is to be affiliated has
authorized the affiliation; and

2) The Organization legally exists, inclusive of the physical address
where it conducts business and the telephone number where its
representatives can be contacted.

DirectTrust Group Certificates

DirectTrust Certificates are defined in IGC Profiles and will reference the
DirectTrust Community X.509 Certificate Policy in the Policy Qualifier.

There are two types of DirectTrust Group Certificates:

» Group Domain-Bound Certificates:  These certificates are
Affiliated Device Certificates

» Group Address Certificate: These Certificates are Affiliated End-
Entity Certificates

For Group Certificates intended for use under Direct, i.e. DirectTrust
Certificates, in addition to Organization verification, the CA or RA verifies
the Applicant has represented in an agreement signed in the presence of a
notary that the Organization is qualified under one of the following
categories:

» A HIPAA Covered Entity;

» A HIPAA Business Associate; or

» A Healthcare-related organization which treats protected health
information with privacy and security protections that are equivalent to
those required by HIPAA. Each organizational certificate must
represent a legally distinct entity.

Applicant representation in the signed and notarized agreement is in
accordance with the following table:

DirectTrust Applicant Representation
Certificate OID
Asserted
DT.org CE Applicant represents that it is a Covered Entity as

defined in HIPAA.

DT.org BA Applicant represents that it will limit its use of any
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Certificate issued to it pursuant to this CP for purposes
required in its capacity as a Business Associate (BA),
as defined in HIPAA.

Relying Parties may be required by government statute
or regulations to have additional agreements in place
with the BA.

DT.org HE Applicant represents that it will limit its use of any
Certificate issued to it pursuant to this CP for purposes
required in its capacity as a Non-HIPAA Healthcare
Entity (HE), defined as an entity that has an
appropriate healthcare-related need to exchange Direct
messages and which agrees to handle protected health
information with privacy and security protections that
are equivalent to those required by HIPAA.

For each HE, Relying Parties are responsible for
determining if Direct message exchange is appropriate.

DT.org ND Entity has not asserted it will protect personal health
information with privacy and security protections that
are equivalent to those required by HIPAA and is not a
Patient.

Authentication of the Individual-Organization Affiliation

CAs Issue Affiliated Certificates to Individuals affiliated to a Subscribing
Organization. The Subscribing Organization need not be incorporated, but
it must conduct business. A Subscribing Organization must not be an
Individual acting as a consumer in a personal capacity. An Individual
acting in a business capacity as a sole proprietor, professional consultant,
or fictitious entity (e.g., “dba” as allowed by local law), may be considered
a Subscribing Organization for the purposes of populating the “o0” attribute
with the Subscribing Organization name in the subjectDN field of the
Affiliated Certificate.

If the Applicant is located outside the United States, a CA may impose
through a Subscribing Organization Agreement or Subscriber Agreement
additional restrictions in view of other jurisdictions’ laws governing
privacy, consumer protection, and other rights of Individuals. For
example, if an Applicant is located within the European Community, the
Subscriber Agreement may contain an additional attestation from the
Applicant that the information provided shall be considered business data
rather than personal data under European Directive 95/46/EC and/or that
the Applicant gives his/her unambiguous consent to the processing of such
data by IdenTrust.

The Applicant is affiliated with the Subscribing Organization through the
Applicant’s status as employee, contractor or agent of the Subscribing
Organization. Because it is the Subscriber that holds the Private Key, any
verifiable Digital Signature created by that Private Key is attributable to
the Subscriber only, and Organizational authority cannot be inferred from
IGC Certificates that are Issued under this CPS. IGC Certificates that are
Issued under this CPS do not assert roles or authorizations.

In other words, Certificates that are Issued under this CPS do not imply
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any grant of authority by the Subscribing Organization. A Relying Party
can infer from verification of a Digital Signature by reference to a valid
IGC Certificate that a Digital Signature is attributable to the Individual
Subscriber listed in that Certificate. A Relying Party shall not infer that
the Individual Subscriber acted on behalf of the affiliated Subscribing
Organization solely based on verification of a Digital Signature created by
an IGC Certificate.

LRAs do not approve Issuance of a Certificate to an Individual Subscriber
without first obtaining both of the following with respect to the Certificate
to be Issued:

» Authorization by the Subscribing Organization with which the
Applicant is to be affiliated. The Subscribing Organization may
authorize affiliation in one of two ways:

0 Receipt of an attestation letter signed in ink or Digitally
Signed by an authorized representative (e.g., a supervisor,
administrative  officer, information security officer,
Authorizing Official, or Certificate coordinator of the
Subscribers’ Subscribing Organization), provided such
letter has been verified inclusive of the authenticity of the
authorizing representative and the representative’s
authorization to act in the name of the Organization; or

0 Receipt of an Affiliated Certificate request for an
Applicant from an Internal TA, where the Internal TA has
already been authorized by a Subscribing Organization
through a Subscribing Organization Internal Trusted
Agent Addendum to provide assertion of affiliation, where
such Certificate request is for the same Organization
affiliation as that of the Internal TA. Such request must be
signed in ink or Digitally Signed by the Internal Trusted
Agent.

» Confirmation of the existence of affiliation between the
Subscribing Organization and the Applicant. This consists of
confirmation of the employment, contractor or agency relationship.
Confirmation of affiliation may be conducted in one of two ways:

o Internal TAs confirm affiliation of the Applicant prior to
submission of Applicant data to the CA or RA; or

o The LRA initiates communication with the Subscribing
Organization using an independently verified point of
contact, i.e. LRA obtains telephone numbers for the
Subscribing Organization from a trusted, independent
third-party source of such information. The third party
may be the Human Resources department or any
Individual in a capacity within the Subscribing
Organization to confirm the affiliation.

Authentication of Subscribing Organization Identity

LRAs confirm the existence and name of a Subscribing Organization in
one of the following ways:

1) A reference to a source unrelated to the prospective Subscribing

IdenTrust Global Common Certificate Practices Statement v1.4.4 June 16, 2017 Page 42 of 207



Organization such as a secretary of state or other Governmental
registry, or a commercial database of business information;

2) Presentation to the LRA of a copy of a Governmentally Issued
document attesting to the Subscribing Organization’s legal
existence, together with reasonable proof of the authenticity of that
document. Secretaries of state in the United States generally Issue
“Certificates of good standing” to the effect that the Organization
in question is in existence at the time the Certificate is Issued.
Such a Certificate is signed by an official representative of the
secretary of state. Documents submitted for this purpose must be
“fair on their face”, i.e. bear no apparent indication of forgery,
fraud, tampering, etc.;

3) In the case of an Organization that is not registered with a state
regulatory agency (such as a partnership or unincorporated
association), presentation of a copy of the partnership agreement,
association rules, assumed name registration, or other document
attesting to the Organization’s existence;

4) Independent acquisition of (without reference to the data provided
by the Applicant for a Certificate) the name, address and telephone
number of the Organization, which are confirmed by a telephone
call with a representative of the Organization made to the
telephone number independently obtained by LRA.

RAs keep evidence of authorization of Organization affiliation and
confirmation of Organization identity including legal company name, type
of entity, principal address (humber and street, city, ZIP or postal code),
telephone number, and when deemed necessary, domain name registration,
certified copy of the Certificate of registration Issued by a Government
entity, date of formation, names of directors and officers, and the
method(s) by which the LRA verified the Organization information.

Participant CA and Registration Authority Representatives

Authentication of identity and authority of representatives of Participant
CAs and IdenTrust external RAs are performed as follows:

1) Participant CA Agreements and RA Agreements identify a
Primary Authorizing Official and other Authorizing Officials. For
each Authorizing Officials, his or her contact information,
facsimile of the person's manual (ink) signature and the SHA-1 or
SHA-2 hash of the Individual's Public Key and the SHA-1 or
SHA-2 hash of the Individual’s Public Key Certificate.

Alternatively, the Secretary or Assistant Secretary of the
Participant CA or RA provides IdenTrust with a signed and sealed
Certificate of Incumbency that contains the manual signatures of
Authorizing  Officials, contact information (Ssee previous
paragraph), and a statement that such Individuals possess sufficient
authority to act on behalf of and to bind the Organization with
respect to the CA or RA functions to be performed.

2) Each agreement specifies that the designated Authorizing Official
has authority on behalf of that party to communicate with
IdenTrust regarding all matters relating to the performance of the
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agreement, including the authority to appoint and remove other
Authorizing Officials by notifying IdenTrust in writing.

3) IdenTrust actions requiring that a request, authorization or
approval be given by a representative of the other party must be in
writing and Digitally Signed or signed on paper by the Authorizing
Official using letterhead of that party.  Digitally Signed
communications are authenticated in accordance with this CPS.
Paper communications are authenticated by reviewing the
authenticity of the letterhead and the manual signature of the
Authorizing Official.

4) Written communications of Authorizing Officials with IdenTrust
are also confirmed by oral conversation via telephone with the
Authorizing Official at the phone number in the Schedule attached
to the agreement.

5) All oral communications are reduced to writing and with written
communications are recorded as digital images and archived by the
IdenTrust Operations Group in accordance with Section 5.5.

Applicable Bridge CA Representatives

Authentication of identity and authority of representatives of any
applicable Bridge CA will be performed as follows:

1) The Board of Directors of the Bridge CA shall adopt a corporate
resolution identifying and authorizing those Individuals authorized
to act with the authority of the Bridge CA Operator regarding all
matters related to Cross-Certification of the applicable Bridge CA
with the IdenTrust Global Common Root CA.

2) The applicable Bridge CA shall provide IdenTrust with a copy of
the resolution and minutes of the Board Meeting where such
resolution was approved and contact information for each
authorized representative, including name, address, phone number,
and email address.

Alternatively, the Secretary or Assistant Secretary of the Bridge
CA shall provide IdenTrust with a signed and sealed Certificate of
Incumbency that contains the manual signatures and contact
information of the authorized representatives with a statement that
such Individuals possess sufficient authority to act on behalf of
and to bind Bridge CA with respect to the actions to be taken.

In addition to providing contact information and the manual
signature of such persons, the paper forms can also include the
SHA-1 or SHA-2 fingerprint of each authorized representative’s
Public Key and the SHA-1 or SHA-2 fingerprint of each
representative’s Certificate.

3) CA actions require that a request, authorization or approval be
given by a representative of the applicable Bridge CA in writing,
either Digitally Signed or signed in ink by the authorized
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Authentication
of Individual
Identity

Authentication of
Human
Subscribers

representative of Bridge CA on paper using letterhead of the
Bridge CA. Digitally Signed communications are authenticated in
accordance with this CPS. Paper communications are
authenticated by reviewing the authenticity of the letterhead and
the manual signature of the authorized representative.

4) Written communications from Bridge CA to IdenTrust are also
confirmed by oral conversation via telephone with the authorized
representative at the phone number provided to IdenTrust by
Bridge CA.

5) All oral communications are reduced to writing and with written
communications are recorded as digital images and archived by the
IdenTrust Operations Group in accordance with Section 5.5.

LRAs record the confirmation of affiliation in an auditable log in the RA
System when approving an Applicant for Issuance of a Certificate.

Individual identity IGC Certificates, including PIV-1 Hardware Certificates
are only Issued to human Subscribers. The Issuance of an IGC Certificate
is based upon authenticating the identity of the Applicant as explained in
the following Sections.

The authentication process requires the collection and verification of the
Applicant’s information. Both, information collection and verification,
may be performed either in-person or through automated processes. The
verification process of Applicant identity information varies and is driven
by the Assurance Level of the Certificate.

Applicant information is collected either from the Applicant directly, from
a Subscribing Organization initiating a Certificate request on behalf of an
Applicant, or through submission of Applicant data by an Internal TA.
Collection of Applicant information and Certificate application is
described thoroughly in Section 4 of this CPS.

For any on-line application or review of identity information prior to
application submission, IdenTrust maintains a Subscriber account that is
protected by an Account Password provided by the Subscriber to ensure
that the verified Applicant Issued Certificate are properly bound. Upon
entry of the Account Password by the Subscriber, a hash of the password is
generated and stored for comparison purposes as needed for subsequent
Subscriber authentication to the Subscriber account. The Subscriber
Account Password is used as one of the authentication factors at time of
Certificate retrieval.

Upon receipt by the CA or RA of a Certificate application, identity is
established through verification of Applicant’s identity as required for the
IGC certificate Assurance Level by Registrars, TAs, and/or LRAs.
Identity verification for the different IGC Certificate types is described in
the following table.

Assurance Level

Identification Requirements
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Assurance Level

Identification Requirements

Basic

Identity is established either in-person as described for Assurance Level of Medium
Software below, or remotely through an automated process. Most commonly, the
process is automated. No in-person identity proofing or paper forms are required of
the Applicant for automated identity proofing.

For automated identity verification, the RA System performs record checks either
with the applicable agency, institution, or through credit bureaus or similar
databases. The RA System verifies Applicant name, address, date of birth and
other information provided by Applicant for identity proofing sufficient to ensure
data provided is accurate and identifies a unique Individual.

To meet the requirements for completing the automated identity proofing
algorithm, Applicant data submitted must include at least one form of identification
from List 1 below:

List 1:

1) Currently-valid credit card number;

2) Alien Registration Number;

3) Passport number; or

4) Currently valid Government-lssued driver’s license number or
Government-lssued identification card number.

In addition to the requirements above, the Applicant must provide two or more of
pieces of information from List 2 below:

List 2:

1) Social Security Number;

2) Date of birth;

3) Place of birth;

4) Current employer name; or

5) Address (number and street, city, ZIP code); or
6) Telephone number.

Certificate Issuance Approval

RA System identity proofing algorithms use the Applicant’s data and correlate them
with information collected from independent data sources for consistency. If high
correlation is found, the application is approved and no additional human
intervention is needed. If lower or no correlation is found instead, the application is
placed into an exception process and additional information is requested from the
Applicant (i.e., telephone or utility bill, notarized documentation, etc.). An LRA
reviews the additional documentation and approves or disapproves the application.

The information used for the verification algorithm may change from time to time to
take advantage of technology and data quality enhancements.  Automated
verification includes electronic verification of email as described in Section
3.23.1.1.

Upon Certificate approval by the automated RA System or by the LRA in the case of
automated RA System exceptions, the approval date is captured by the RA System
as the date identity was established and the Certificate is queued for Issuance as
described in Section 4.3.1.4 of this CPS.

Medium Software

Medium Software
CBP

Medium

Issuance requires identity to be established no more than 30 days before initial
Certificate Issuance. If more than 30 days have passed since the in-person
appearance, the system prevents the Applicant from proceeding with Key
Generation and notifies them that in-person identification must be repeated.

Establishing identity requires in-person proofing before a Registrar (see Section
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Assurance Level

Identification Requirements

Hardware

Medium
Hardware CBP

3.2.3.1.2, Who May Perform In-Person Registration). In the event a Subscribing
Organization has specified an Internal TA, an Antecedent In-Person Appearance as
described below in Section 3.2.3.1.3 may suffice as meeting the in-person identity
proofing requirement.

For in-person identity proofing, the Applicant appears before the Registrar with a
completed ID Form and required credentials.

Credentials required are one National Government-lssued picture I.D., or one
REAL ID Act compliant picture ID°, or two Non-National Government I.D.s, one
of which shall be a picture 1.D. (e.g., Non-REAL ID Act compliant Driver’s
License). Any credentials presented must be unexpired.

Acceptable National Government-Issued picture I1Ds include:

» A U.S. Government or foreign National Government passport or passport
card with photograph;
» A U.S. Federal or foreign National Government driver's license with

photograph;

» A U.S. Federal or foreign National Government employee ID card with
photograph;

» A U.S. Federal or foreign National Government military 1D card with
photograph;

An Alien Registration Receipt Card with photograph;

A Certificate of Citizenship with photograph; or

Other similarly trustworthy and currently-valid photo ID Issued by a U.S.
Federal or foreign National Government, as defined on IdenTrust-
approved registration forms.

YV VYV

Acceptable Non-National picture IDs include;

» A state or local Government-issued driver’s license with photograph;
» A state or local Government-issued ID Card with photograph; or
» Astudent ID from a College or University

Other acceptable forms of ID include:

An employer identification card,;

A social security or national health card,;

An original or certified copy of a birth Certificate;
A voter registration card,;

A concealed weapons permit;

A pilot’s license; or

A marriage license.

VVVVVVY

The Applicant signs the ID Form in the presence of the Registrar as a declaration of
identity and indication of Acceptance of the Subscriber Agreement. The Registrar
then follows instructions on the form, verifying the Applicant matches the provided
credentials and signs and/or notarizes the form. Signatures made are under the
format set forth at 28 U.S.C. § 1746 (declaration under penalty of perjury) or
comparable format under non-US law.

Upon receipt of the ID Form, the LRA records the information set forth below for
Issuance of each Certificate:

» ldentity of the Registrar who performed the in-person identification, if
applicable;

> REAL ID Act compliant IDs are identified by the presence of the DHS REAL ID star
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Assurance Level

Identification Requirements

» The signed declaration by the Registrar that he or she confirmed the
identity of the Applicant;

» Unique alphanumeric identifiers (e.g. driver license number, notary ID
number) and Issuance and/or expiration dates collected from the
credentials or IDs of the Registrar and the Applicant;

» The date and time of the confirmation; and

» The declaration of identity (ID Form) signed by the Applicant.

In the event of an Antecedent In-Person Appearance, an 1-9 form signed by the
Applicant and provided by an Internal TA of the Applicant’s Subscribing
Organization may be utilized as the signed declaration of identity.

If an Applicant is unable to appear before a Registrar, the Applicant may be
represented by a trusted person who is already a holder of an IGC Certificate of the
same or higher Assurance Level than the Certificate being applied for by Applicant.
The trusted person will present information sufficient for registration at the level of
the Certificate being requested, for both himself or herself and the Applicant who
the trusted person is representing. Information provided by the trusted person
directly to an LRA or TA must be signed in ink if provided in paper form, or
Digitally Signed with the trusted person’s IGC Certificate if provided in electronic
form. A trusted person may appear on behalf of an Applicant only for those severe
situations where in which an Applicant cannot physically appear for in-person
identification (e.g., a physically disabled Applicant). The use of a trusted person as
proxy for an Applicant is not for convenience, (e.g. a spouse may not appear for an
Applicant solely because the Applicant is travelling or out of country). All
Certificate applications submitted by a trusted person on behalf of an Applicant
must be approved by the IdenTrust Risk Management Committee prior to
Certificate Issuance.

PIV-1 Hardware

Data entered into the CMS through the EWS and certain actions and activities
performed by the LRA or TA, such as capture of biometrics data and supporting
documentation, as described in this section, are automatically captured by the CMS.

Access to EWS by an LRA or TA must require the LRA or TA to use a Certificate
of which such LRA or TA is the Subscriber and such Certificate must be confirmed
by the EWS as Valid in order for such access to occur. The Assurance Level of
such Certificate must be equal to or above the Assurance Level of the PIV-I
Certificates that will be issued via the EWS.

The Applicant described in this process is also defined as the Subscriber of the
Certificate, if Issued, for which such Applicant applies.

Issuance requires identity of the Applicant to be established no more than 30 days
before initial Certificate Issuance. If more than 30 days have passed since the in-
person appearance of the Applicant for identification purposes the LRA or TA must
repeat the in-person identification process before proceeding with the Certificate
enrollment.

Establishing identity of the Applicant requires the Applicant to appear in-person
before and present required credentials to a TA or LRA. Such TA or LRA serves
as the Registrar for purposes of establishing the identity of the Applicant. The role
of Registrar cannot be performed by any entity that is not a TA or LRA.

Utilization of an Antecedent In-Person Appearance is prohibited.

Credentials required to be presented by the Applicant to establish the identity of the
Applicant are two identity source documents, which documents must be original
documents issued by the authority responsible for issuing such documents. The
documents must be of a type listed among the list of acceptable documents included
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Assurance Level

Identification Requirements

in Form 1-9, OMB No. 1115-0136 Employment Eligibility Verification. At least
one document must be a valid form of State or Federal Government-Issued picture
identification (ID).

Biometric information of the Applicant is collected during the application process.
Such biometric information includes:

e Two electronic versions of the Applicant’s fingerprints which, upon
successful completion of the Registration process, will be uploaded
through the CMS to the smart card that is provided by the LRA or TA and
issued to the Applicant. These electronic fingerprints will be relied upon
for automated authentication during usage. Fingerprints of the Applicant
must be collected each time a smart card is Issued; and

e An electronic version of the Applicant’s facial image, which, upon
successful completion of the Registration process, will be printed on the
aforementioned smart card and uploaded through the CMS to the smart
card. A facial image of the Applicant is collected each time a smart card is
Issued.

Registration Forms and Agreements

For PIV-I enrollment, the LRA or TA will perform identification and authentication
of the Applicant by using the EWS software to record and compile data provided by
the Applicant, and to record and compile required forms and agreements necessary
to the enrollment process.

The Applicant must provide information and supporting documentation to the LRA
or TA sufficient to complete the enroliment process and to populate the Subscribing
Organization  Authorization Agreement. The Subscribing Organization
Authorization Agreement may be presented and completed electronically within the
EWS system or may be a presented and completed on paper.

The Subscribing Organization Authorization Agreement must be signed by the
LRA or the TA, acting as the representative of the Subscribing Organization
authorizing the Applicant/Subscriber to receive a PIV-I Certificate.

e If the Subscribing Organization Authorization Agreement is presented
electronically, the LRA or the TA may Digitally Sign the agreement where
appropriate for his or her role as Registrar and using the Certificate that he
or she uses to authenticate for purposes of accessing the EWS system; or

e Alternatively, the LRA or TA may sign a paper copy where appropriate
for his or her role as Registrar and of the Subscribing Organization
Authorization Agreement in ink.

The Applicant/Subscriber must also sign a declaration of identity before a
Certificate application can be approved. The Applicant/Subscriber will comply
with this requirement by signing the ID Form which is included as a part of the
Subscribing Organization Authorization Agreement.

e If the Subscribing Organization Authorization Agreement is presented
electronically, it is permissible for the Applicant to use the Private Keys of
another valid Certificate that is Issued to him or her for Digital Signing,
provided that such Certificate is of an Assurance Level that is equal to or
higher than the Assurance Level of the PIV-I Certificate for which he or
she has applied; or

e As an alternative, it is also permissible for the Applicant to Digitally Sign
the ID Form that is included in the Subscribing Organization
Authorization Agreement using the Private Keys of the Signing Certificate
that is part of the PIV-1 Certificate for which he or she has applied and
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Identification Requirements

been Issued, provided that (a) such PIV-1 Certificate is generated
immediately upon authentication of the Applicant’s identity made in
connection therewith, and (b) such act of Digitally Signing the ID Form
occurs as a part of (either integrated into or logically contiguous) the
Issuance process. In the event the Applicant does not so Digitally Sign the
ID Form, then the PIV-I Certificate must immediately be Revoked; or

e As an alternative, the Applicant may sign a paper copy of the ID Form in
ink.

A copy of the completed and fully executed Subscribing Organization
Authorization Agreement that has been signed by the LRA or TA and the
Applicant, and Authorizing Official of the Subscribing Organization must be

retained as a part of the Applicant data record within the EWS.

Upon completion of Applicant enrollment, the LRA or TA will finalize the

Applicant enrollment according to the process supported by the Subscribing

Organization’s EWS at which point the application is transmitted through the CMS

to the CA or RA for processing.

Following CA or RA processing, the PIV-I hardware is prepared by the LRA or TA,
via the CMS and distributed to the Applicant, either immediately or on a deferred
basis.

3.23.1.1 Electronic
Verification of
Email and
Mobile Phone

Email Verification

When a Subscriber email address is included in a Certificate or used as part
of identity verification, the email address is verified.

A RA System or CMS of a Subscribing Organization may utilize a
directory of email addresses maintained by the Subscribing Organization
for as an authoritative source of email addresses. Where such a directory
is used to verify an Applicant’s email address, addition verification of the
Applicant’s email address is not required.

IdenTrust’s online registration process verifies email addresses
electronically through an automated process:

1) An automated email containing a one-time code (OTC) is sent to the
Applicant’s email address provided in the application by the RA
System.

2) Within the automated email message there is a link that guides the
Applicant to a server-authenticated SSL/TLS secured web site and
instructions to the Applicant to authenticate by entering the OTC
delivered in Step #1.

3) The Applicant authenticates by providing the OTC from the email
message into the RA System through the SSL/TLS secured session.

Upon verification of the Account Password by the RA System, verification
of email address is complete and the verification status is updated
automatically by the RA System within the Applicant’s application record.

Mobile Phone Verification

The registration process described in Section 4.3.1.4 for IGC Basic
Software Certificates allows delivery of Activation Data via two electronic
channels. In such cases where an Applicant selects this method for
Activation Data delivery, the Activation Data is sent only to a mobile
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phone number verified to be in the Applicant’s possession.

The method used to verify an Applicants mobile phone is similar to email
address verification:

1) An SMS (text) message containing an OTC is sent by the RA
system to the Applicant’s mobile phone number as provided in the
original application.

2) The Applicant authenticates the mobile phone by entering the OTC
from the SMS message into the RA System through the SSL/TLS
secured session.

IdenTrust uses the term “Registrar” to mean the person performing the in-
person confirmation of the Subscriber’s identification. Some restrictions
based on the specific IGC certificate Assurance Level apply to the type of
Registrar who can perform identification.

In-person identification for the Issuance of Individual Certificates may be
performed by, and in the presence of one of the following kinds of
Registrars:

> ALRA,

> ATA;or

» A Licensed Notary or other person certified by a Government
Agency who is certified as being authorized to confirm identities
(e.g., a driver’s license bureau employee, a Dept. of State consular
office employee, a court clerk, or a county clerk).

The Registrar or the Applicant submits the information collected from the
Applicant directly to the CA or RA in a secure manner. Packages may be
secured in a tamper-evident manner (e.g. sealed in an overnight delivery
package commonly used by domestic and international couriers) to satisfy
this requirement. The Registrar may also utilize an RA System-provided
secure web interface for Digitally Signing and submitting Applicant
information.

For all Assurance levels except for PIV-1 Hardware, Applicant proof of
identity from an Antecedent In-Person Appearance may be submitted to a
CA or RA by an Internal TA, provided a relationship exists between the
Subscribing Organization and the Applicant sufficient for the Internal TA
to uniquely identify the Individual identity proofed the be the same
Individual as the Applicant (see Section 3.2.3.1.3).

For Certificates asserting an Assurance Level of PIV-l1 Hardware, only
LRAs and TAs may perform the in-person identification of Applicants.
Identity proofing by other types of Registrars such as notaries is
specifically prohibited.

A simplified alternative in-person proofing process is possible when an
Antecedent In-Person Appearance has occurred.

Utilization of an Antecedent In-Person Appearance to meet the
requirement for in-person identity proofing as defined below is limited to
Affiliated Certificates. The use of Antecedent In-Person Appearance for
Certificates asserting an Assurance Level of IGC PIV-l Hardware is
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prohibited.

Only one use case is authorized for utilization of an Antecedent In-Person
Appearance under this CPS, which is an Internal TA, where such Internal
TA has access to identity data provided by the Applicant through an
Antecedent In-Person Appearance. The Internal TA in this case is usually
within the Subscribing Organization’s HR department or a department
head.

The Subscribing Organization is required to have an established
relationship with Applicant. The relationship must be sufficient enough to
enable the authenticating TA to, with a high degree of certainty, verify that
the Applicant is the same person that was identity proofed through the
Antecedent In-Person Appearance.

Internal TAs utilizing an Antecedent In-Person Appearance are required to:

» Utilize a specialized 1D Form designed for TAs to record identity
information inclusive of information from an Antecedent In-
Person Appearance (if applicable);
Record the nature of the ongoing relationship between the
Subscribing Organization and the Applicant, i.e. “employee” or
“contractor’;
Record the date of the Antecedent In-Person Appearance;
Record the relationship between the Subscribing Organization and
the Applicant;
Sight the Applicant-provided 1-9 form and copies of credentials
provided;
Record the date the 1-9 Form was signed by the Applicant as a
declaration of identity;
Record the required identity credentials as defined in Section
3.2.3.1;
Record the data to be used by Applicant in response to
authentication questions to establish a Subscriber account and
complete the application process:

o Date of Antecedent In-Person Appearance (usually date of
hire);
Applicant’s date of birth;
Applicant’s last 4 digits of Social Security Number;
Applicant’s work email address (must be of the same
domain as Subscribing Organization);
Last name of Applicant’s direct manager;
Applicant’s previous employer;
Applicant’s home street address; and
Applicant’s home phone number (or mobile telephone
number if no home telephone number).

A\

vV VYV ¥V VY VYV

O 0O

O O0OO0Oo

Sign or Digitally Sign the ID Form and securely transmit the form to the
CA or RA for verification. Internal TAs utilizing an Antecedent In-Person
Appearance are required to:

» Utilize a specialized ID Form designed for TAs to record identity
information inclusive of information from an Antecedent In-
Person Appearance (if applicable);

IdenTrust Global Common Certificate Practices Statement v1.4.4 June 16, 2017 Page 52 of 207



3.2.3.13.2

CA/RA
Verification of
Applicant Data
from an
Antecedent
In-Person Identity
Proofing Event

A\

Record the nature of the ongoing relationship between the
Subscribing Organization and the Applicant, i.e. “employee” or
“contractor’;
Record the date of the Antecedent In-Person Appearance;
Record the relationship between the Subscribing Organization and
the Applicant;
Sight the Applicant-provided 1-9 form and copies of credentials
provided;
Record the date the 1-9 Form was signed by the Applicant as a
declaration of identity;
Record the required identity credentials as defined in Section
3.2.3.1;
Record the data to be used by Applicant in response to
authentication questions to establish a Subscriber account and
complete the application process:

o Date of Antecedent In-Person Appearance (usually date of
hire);
Applicant’s date of birth;
Applicant’s last 4 digits of Social Security Number;
Applicant’s work email address (must be of the same
domain as Subscribing Organization);
Last name of Applicant’s direct manager;
Applicant’s previous employer;
Applicant’s home street address; and
Applicant’s home phone number (or mobile telephone
number if no home telephone number).
» Sign or Digitally Sign the ID Form and securely transmit the form
to the CA or RA for verification.

vV VYV ¥V VY VYV

O 0O

O 00O

On receipt of the ID Form from the Internal TA, a LRA verifies:

» The Internal TA submitting the ID Form has been authorized to do
so through execution of a Subscribing Organization Authorization
Agreement Internal Trusted Agent Addendum executed by an
Authorizing Official of the Subscribing Organization to which the
Applicant is to be affiliated; and

» The ID Form has been fully completed and signed in ink under
penalty of perjury or Digitally Signed by the Internal TA.

The Antecedent In-Person Identity Proofing Process requires that the
Certificate Validity Period not exceed nine years from the Antecedent In-
Person Appearance date. To ensure that the Validity Period of a Certificate
Issued on the basis of an Antecedent In-Person Appearance does not extend
beyond the in-person identification limits stated above, the LRA enters the
date of the Antecedent In-Person Appearance as the date of registration into
the RA System. The RA System then ensures the Validity Period does not
exceed nine years beyond the registration date entered as described in
Section 3.3.1. In the event a requested Certificate’s expiration would
exceed nine years from the Antecedent In-Person Appearance, the
Applicant is required to undergo new identity proofing.

If any of the above requirements are not met or there is any question by the
verifying LRA as to the authenticity of the data provided by the Internal
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TA, the application is rejected and the Internal TA is notified to instruct the
Applicant to appear for an in-person identity proofing process as defined in
Section 3.2.3.1. Otherwise, the LRA enters the Applicant identity
information into the RA System, creating a non-activated Subscriber
Account for the Applicant.

The RA System sends an automated email message to the Applicant at the
Applicant’s work email address as provided on the Subscribing
Organization Trusted Agent ID Form inviting the Applicant to complete
their Certificate application. The invitation includes a web link to begin the
process that is linked within the RA System to the non-activated Subscriber
account. The RA System requires the Applicant to answer three questions
from the list below or other information obtained during the application
process, one of which must be email address, to begin the authentication
process to the RA System:

1) What is your work email address? (required);
2) What is your date of birth?;

3) What is your home address?;

4) What is your home telephone number?; or

5) Who was your previous employer?

The RA System compares the email address provided by the Applicant in
response to the questions to the email address associated with the
Subscriber Account referenced within the web link invitation. If a match,
the RA System then verifies the remaining questions were answered
correctly. If the Applicant failed to answer any question correctly, the
Internal TA is notified to instruct the Applicant to appear for an in-person
identity proofing event as described in Section 3.2.3.1. If the Applicant
successfully answered all three questions, the RA System presents the
Applicant with an additional three random questions such as those from the
list below to finish the RA System authentication process:

1) Who is your direct manager?;

2) What was your date of hire?;

3) What is the number of your [ID Form 1]° provided on your I-9
form at time of hire?;

4) What is the number of your [ID Form 2] provided on your 1-9 form
at date of hire?; or

5) What are the last 4 digits of your Social Security Number?

The RA System verifies the questions were answered correctly. If the
Applicant failed to answer any question correctly, the Applicant is
instructed to appear for an in-person identity proofing as described in
Section 3.2.3.1. If the Applicant successfully answered all three questions,
the RA System prompts the Applicant to enter a Subscriber Account
Password, review all data for accuracy, pay for the Certificate and any
related hardware (if payment is required) and Accept the Subscriber

® The RA System requests the identifying number of the specific credential type used on the Applicant’s 1-9 form, as
recorded by the TA from the antecedent in-person identity proofing event, ex., “What is your Passport number?”, if
Passport was a credential type referenced on the 1-9 form.
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Agreement.

Upon Acceptance of the Subscriber Agreement, the Certificate is deemed
approved within the RA System and the process of Issuance begins,
utilizing one of the activation processes defined in Section 4.3.1,
commensurate with the type of Certificate to be Issued.

While 1-9s must normally be kept by employers for three (3) years after the
date of hire or one (1) year after the date employment ends, 1-9s used as
proof of an Antecedent In-Person Appearance or as substitutes for signed
declarations of identity are kept for 10.5 years as required by of Section
5.5.2.

Role-based Certificates are not Issued under this CPS.

A Group certificate corresponds to a credential with a Private Key that is
shared by multiple Subscribers. Two different Group Certificate Types are
defined for Issuance under this CPS and have differing I1&A requirements:

Group Domain-Bound Certificates. Group Domain-Bound Certificates
are Device Certificates and assert Organization name in the subjectName
DN, which must be in the form of a FQDN. Group Domain-Bound
Certificates are by their nature affiliated Certificates.

For Group Domain-Bound Certificates, the CA or RA verifies and records
the following:

» Organization authentication as described in Section 3.2.2;

» Authentication of a human Sponsor for the Certificate in
accordance with Section 3.2.3.1 at a Medium Assurance Level;

» Verification of authorization of the Subscribing Organization
with an authoritative source within the Subscribing
Organization (e.g. corporate, legal, IT, HR, or other appropriate
organizational sources) wusing a reliable means of
communication;

» The Device associated with the Group Domain-Bound
Certificates according to Section 3.2.3.4 Authentication of
Devices; and

» For DirectTrust Certificates, Organization HIPAA status.

Group Address Certificates. Group Address Certificates assert
Organization and may contain an address associated with a group member
(Individual acting on behalf of the Organization) in the subjectName DN.
Address Certificates are Affiliated Certificates. For Group Address
Certificates, the CA or RA verifies and records the following:

» Organization authentication as described in Section 3.2.3.3(1)
above;

> Authentication of the Individual with whom the address is
associated in accordance with Section 3.2.3.1 at a Medium
Assurance Level;

» Verification of authorization of the Subscribing Organization
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3.2.34

Verification of
NPI Number

with an authoritative source within the Subscribing
Organization (e.g. corporate, legal, IT, HR, or other appropriate
organizational sources) wusing a reliable means of
communication;

» For DirectTrust Certificates, Organization HIPAA status and
membership agreement between the health information service
provider (HISP) and the Subscriber; and

» For DirectTrust Group Address Certificates issued to Covered
Entities (CE) confirmation of the NP1 Number to be included in
the Certificate subjectAltName extension in accordance with
Section 3.2.3.3.1.

In addition to the above authentication requirements, the following
procedures shall be performed for members of the group:

» Group Address Certificates shall not assert non-repudiation;

» The Organization responsible for management of the Group
Certificate(s) shall be responsible for ensuring control of the
Certificate Private Key(s), including maintaining a list of
Subscribers who have access to use of the Private Key(s), and
accounting for which Subscriber had control of the Key at what
time;

» The subjectName DN shall not imply that the subject is a single
individual, e.g. by inclusion of a human name form without also
clearly indicating the group nature of its issuance;

» The list of those holding the shared Private Key shall be provided
to, and retained by, the applicable CA, RA or a designated
representative; and

» The procedures for issuing tokens for use in shared key
applications shall comply with all other stipulations of this CP
(e.g., key generation, private key protection, Subscriber
obligations).

Antecedent In Person Identity Proofing Events may be used for
authentication of Sponsors or Individuals for Group Certificates.

For Group Certificates issued to Covered Entities (CE) the LRA must
verify that the Applicant provided NPI Number corresponds to the
Applicant named in the Certificate application. The NPl Number is
verified by using the NPl Registry that is available at
https://npiregistry.cms.hhs.gov/, where the LRA will search by the
Applicant provided NPI number and confirms that the individual’s name
returned in the NPI Registry search is that same as the Applicant named in
the Certificate application.

Authentication of Devices (i.e., routers, firewalls and Servers) may be named as Certificate

Devices

subjects. ldenTrust Issues different types of Certificates for such Devices,
with the type of Certificate being dependent on the type of Device.
IdenTrust verifies the type of Device during I&A according to the
Assurance Level of the Certificate applied for. By following such
processes ldenTrust reduces the likelihood that the identifying information
contained in the Certificate is misleading.

For each Certificate with a Device named as the Certificate subject, the
Device must have a human Sponsor, referred to in this CPS as a Primary
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3.234.1

Authentication of
Primary Machine
Operator

Machine Operator. The Primary Machine Operator is responsible for
providing the following registration information and providing supporting
documentation when requested by the RA:

» Equipment identification — Subscribing Organization’s registered
domain name/service name (DNS name), Device serial number;
FQDN(s) or public IP addresses;

» Equipment Public Keys;

» Equipment authorizations and attributes (if any are to be included
in the Certificate); and/or

» Contact information to enable the RA to communicate with the
Primary Machine Operator and Subscribing Organization when
required.

» Designation of Secondary Machine Operators

The registration information is verified by the LRA. Acceptable methods
for performing this authentication of registration information provided by a
Primary Machine Operator and ensuring the information has not been
tampered with include, but are not limited to:

» Verification of Digitally Signed messages sent from the Primary
Machine Operator; and/or

» Registration by the Primary Machine Operator, with the identity of
the Primary Machine Operator confirmed in accordance with the
requirements of Section 3.2.3 of this CPS at a level of assurance
equal to or higher than that of the Device Certificate being applied
for.

As a part of the Device Registration process, the Primary Machine Operator
will be named in the Subscribing Organization Authorization Agreement.
Verification of the identity and affiliation of the Primary Machine Operator
shall be conducted at the level commensurate with level of verification
required for the Device certificate to be Issued. In addition to the
responsibilities detailed in Section 3.2.3.4, the Primary Machine Operator is
also responsible for the operation and control of a Device and assumes the
obligations of Subscriber for the Certificate associated with the Device,
including but not limited to a duty to protect the Private Key of the Device
at all times and manage Device Certificate lifecycle events.

In the event that Secondary Machine Operators will be designated in
conjunction with the Device, then the Primary Machine Operator is also
responsible to provide an initial list of Secondary Machine Operators in the
Subscribing Organization Authorization Agreement and he or she will be
responsible to maintain the list of Secondary Machine Operators,
accordingly.
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3.2.3.4.2 Authentication of
Secondary
Machine
Operators

3.2.34.3 Verification of
Authorization by
Subscribing
Organization

3.2.34.4 Verification of
Authorization by
Domain Name
Registrant

Secondary Machine Operators are allowable for the purpose of managing a
Device to which a Device Certificate has been Issued, and to act as back up
to the Primary Machine Operator to manage certificate Suspension and/or
Revocation of the Device Certificate, when needed.

During the Device Registration process, the Primary Machine Operator will
designate the Secondary Machine Operator(s) by providing names and
contact information for the designees in the Secondary Machine Operators
List, which is a part of the Subscribing Organization Authorization
Agreement, The Secondary Machine Operators List will be archived as a
part of the Device Certificate account record, until and unless the list is
updated by the Primary Machine Operator. A Primary Machine Operator
may add or remove Secondary Machine Operators by submitting a new
Secondary Machine Operators List via an email sent from the Primary
Machine Operator’s confirmed email address, which is provided in the
Subscribing Organization Authorization Agreement. The CA will upload
the new Secondary Machine Operators List into the Device Certificate
account record to be referenced if an email or phone request for certificate
Suspension and/or Revocation is initiated by a Secondary Machine
Operator.

Confirmation of Identity and Affiliation with the Subscribing Organization
is not required for Secondary Machine Operators.

Device Certificate Issuance and affiliation is authorized by submission of a
Subscribing Organization Authorization Agreement, signed by a
Subscribing Organization Authorizing Official. If the Device Certificate is
an SSL Certificate, a Subscribing Organization Authorization Agreement
for SSL Certificates is required. In either case, the Authorization
Agreement specifies the authorized Primary Machine Operator, specifies
any Secondary Machine Operator(s), and authorizes affiliation of the
Device Certificate.

For SSL Certificates, the LRA verifies that the Subscribing Organization
has control of the FQDN(s) from the SAN extension and the_public IP
address(es) listed in the Certificate application by following the steps listed
below:

1) The FQDN supplied by the Primary Machine Operator is placed
into a trusted search engine and the LRA records the contact
information for the domain name registrant; and

2) Once the domain name registrant is identified from a database
record, he or she is contacted via email or phone to confirm the
information provided by the Primary Machine Operator and to
confirm or deny the right of the Primary Machine Operator to be
Issued the Certificate for the domain name(s) for which the Primary
Machine Operator has applied. During this exchange the domain
name Subscribing Organization will have the opportunity to name
other potential Primary Machine Operators.

If a wildcard character (*) has been requested in a CN or subjectAltName of
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an SSL Certificate, the LRA ensures the Applicant controls the domain
namespace utilizing the process above and also that the wildcard character
falls immediately to the left of the registry-controlled public suffix and
domain namespace encompassed by the wildcard DN.

All information obtained by this process will be uploaded into the RA
Systems, retained electronically. If the information is obtained through a
phone call, the LRA documents in the Certificate application approval the
telephone number, the source it was obtained and verified through, and the
name and title of the phone call recipient.

For Certificate requests where the supplied domain indicates the domain
name registrant has used a private, anonymous or proxy registration
services the LRA follows these steps:

1) The LRA will attempt to contact the domain issuance service to
obtain the domain point of contact (POC) contact information;

2) The LRA upon contacting the domain Issuance services will
request that the domain services via email contact the domain name
registrant and request that they email the LRA confirming that he or
she is the current domain administrator and that the Subscribing
Organization has authorization to request a Certificate for said
domain; and

3) After that confirmation has been received, the LRA will check the
email string from the domain administrator for accuracy to confirm
or deny the Primary Machine Operator’s right to apply for a Server
Certificate for that domain.

Once these steps have been completed the LRA enters or records of all
communications that occurred amongst IdenTrust, the domain registrar and
the domain name registrant into IdenTrust RA Systems before approving
the Issuance of the Certificate.

In cases where the registered domain holder cannot be contacted, the LRA
will:

» Rely on a verified legal opinion or a verified accountant letter to the
effect that the Subscribing Organization has the exclusive right to
use the specified domain name(s) in identifying itself on the
internet; or

» Rely on a practical demonstration by the Primary Machine Operator
establishing that the Subscribing Organization controls the domain
name(s) by making an agreed-upon change in information found
online on a web page identified by a uniform resource identifier
containing the Primary Machine Operator’s FQDN(S).

IdenTrust and RAs do not rely upon or use CAA records to process
validation of FQDNSs in SSL Certificate applications.

During this procedure the Subscribing Organization domain name registrant
is asked if they would like to provide a list of Primary Machine Operators
authorized to apply for a Certificate for that domain name and/or any
additional FQDNs verified under their control. Applications from Primary
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Verification of
DBA or Trade
name

Machine Operators for Device or SSL Certificates containing FQDNSs
belonging to a Subscribing Organization where such Primary Machine
Operator is not duly authorized by that same Subscribing Organization are
denied.

All information obtained by this process will be uploaded into the RA
System and retained electronically. If the information is obtained through
a phone call, the LRA documents associated with the Device Certificate
application, approval of the telephone number, the source from which it was
obtained and verified through, and the name and title of the phone call
recipient must be retained.

If the Primary Machine Operator includes a DBA or trade name in the
Registration application, the LRA must confirm that the Primary Machine
Operator is affiliated with the DBA or trade name by completing
procedures prescribed in Section 3.2.3.4.1 Authentication of Primary
Machine Operator, and verify that the DBA or trade name is valid.. In
order to fulfill this requirement the Primary Machine Operator must provide
at least one piece of evidence to the LRA.

Evidentiary documentation must contain the organization name applied
under, business address and phone number and must be notarized.

Approved documentation includes:

Business License

Utility bill dated within the last 30 days
Bank Statement

Credit Card Statement

Acrticles of Incorporation
Government-issued Tax Document(s)

o oo0oe

Completion of actions by the LRA as described in the following list are
acceptable means to confirm ownership of the DBA or trade name during
the verification process:

» Validation of evidentiary documentation, phone call to an
independently verified number or an email from the domain
registered to a Subscribing Organization in the jurisdiction of the
Primary Machine Operator’s Subscribing Organization’s legal
creation, existence, or recognition that validates the ownership of
the DBA or trade name;

» Validation of evidentiary documentation, phone call to an
independently verified phone number, or an email from the domain
registered to a verifiable third-party source that validates the
ownership of the DBA or trade name;

» Validation of evidentiary documentation, a phone call to an
independently verified phone number, or an email from the domain
registered to a Subscribing Organization responsible for the
management of such DBAs or trade names; and/or

» An attestation letter accompanied by documentary support that
validates the ownership of the DBA or trade name.

All information obtained by this process will be uploaded into the RA
System and retained electronically. If the information is obtained through
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3.234.7

Verification of the
Country Code

Verification of the
Certificate
Request

a phone call, the LRA documents associated with the Device Certificate
application, approval of the telephone number, the source from which it was
obtained and verified through, and the name and title of the phone call
recipient must be retained.

LRAs verify the country associated with the Certificate subject by choosing
one of the following processes:

1) Verifying the two-letter country code (“ccTLD™) with the domain
name registrar listed by the Primary Machine Operator on the
Device Certificate application; or

2) Through verification processes conducted by the LRA of the
Primary Machine Operator and Subscribing Organization in Section
3.2.2.

If the Primary Machine Operator applies for a Certificate that will contain a
domain name that includes a ccTLD (e.g. www.identrust.uk as opposed to
www.identrust.com), verification is sought from the domain name level to
which the ccTLD applies. This means that the LRA cannot obtain
verification from www.identrust.com if the Primary Machine Operator is
applying for a domain name from www.identrust.uk. If the ccTLD is not
“registry-controlled”, then the LRA consults http://publicsuffix.org/ or
similar suffix lists. If ccTLD cannot be verified, the LRA rejects the
Device Certificate application.

If the Primary Machine Operator applies for a Certificate that will contain
the countryName field it is verified by the LRA using the processes listed in
3.2.2 for verification of Subscribing Organization.

IdenTrust does not Issue Device or SSL Certificates to Individual
Subscribers without affiliation to a Subscribing Organization.  An
Individual defined as a sole proprietor of an Organization is eligible with
proper verification.

When evaluating the authenticity of a Device Certificate application, the
LRA evaluates the affiliation of the Primary Machine Operator to the
Subscribing Organization. The Primary Machine Operator’s Individual
identity is verified to an Assurance Level commensurate with the Assurance
Level of the Device Certificate application in accordance with the
procedures defined in Section 3.2.3.1 below. The LRA also verifies that a
Subscribing Organization Authorization Agreement or Subscribing
Organization Authorization Agreement for SSL Certificates naming the
Primary Machine Operator has been executed. The affiliation and
authorization of the Primary Machine Subscriber may be additionally
verified through a phone call from an LRA to the Subscribing Organization
to confirm the information provided on the application.

All information obtained by this process, as well as a scanned version of the
Subscribing Organization Authorization Agreement will be uploaded into
the RA System and retained electronically. If the information is obtained
through a phone call, the LRA documents associated with the Device
Certificate application, approval of the telephone number, the source from
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3.2.34.8 Verification
against High
Risk and Denied
Request Lists for
SSL Certificates

3.2.34.8.1 High Risk
Request
Procedure

which it was obtained and verified through, and the name and title of the
phone call recipient must be retained.

If the validation of the Certificate Request cannot be successfully
completed, the Device Certificate application is rejected by the LRA.

To ensure that requests for SSL Certificates are properly verified, LRAS
conduct two additional checks when necessary:

1) LRAs maintain internal lists of prior denied applications identified
as posing a risk; and

2) LRAs check high risk domain requests against an authoritative third
party list prior to Issuance.

Information returned from such checks is used during the application
process by an LRA when identifying potentially illegitimate Certificate
requests. If the LRA identifies the application as being either previously
denied or high risk, the processes below are followed.

To prevent potential phishing, fraudulent use and to take further precautions
against potential Compromise, LRAs maintain a list of prior high risk
requests and checks a third-party authority list specifying current high risk
domain names.

Should an LRA identify a SSL Certificate application with any potential
risk posed to IdenTrust or a domain name listed on the third-party authority
list of high risk domain names, it is flagged and further verification
completed. To prevent high-risk Issuance of a SSL Certificate this internal
verification requires one or more the following pieces of evidence:

» A call to the Subscribing Organization;

» A request for further documentation from the Subscribing
Organization;

» Careful examination of the FQDN to confirm whether the intent of
the Applicant is to imitate or mislead customers of an FQDN on the
high risk third party authority list in order to commit fraudulent or
phishing activities (e.g. www.g00gle.com, www.1ldentrust.com,
etc.) and specific filters that are established at the system level to
deny initial applications (e.g., non-US ASCII characters);

» Careful examination of any requests for wildcard Certificates to
ensure the Applicant has control over the entire domain
represented;

» Manual review of all documents and information provided; and/or

» Other verifiable proof as deemed necessary by the LRA.

All information obtained by this process will be uploaded into the RA
System and retained electronically. If the information is obtained through
a phone call, the LRA documents associated with the SSL Device
Certificate application, approval of the telephone number, the source from
which it was obtained and verified through, and the name and title of the
phone call recipient must be retained.
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3.2349

3.2.3.4.10

3.24

3.2.5

IdenTrust Global Common Certificate Practices Statement v1.4.4

Denied Request
Procedure

Verification of
gTLD Domains

Age of
Authentication
Data

Non-Verified
Subscriber
Information

Validation of
Authority and
Other Attributes

IGC SSL Certificate applications that cannot pass this review are denied. If
the application does not pass review, it is placed by the LRA on a list of
previously denied applications and kept for verification purposes of future
IGC SSL Certificate applications.

IdenTrust does not Issue IGC SSL Certificates containing general top level
domain names (“gTLDs”) that are not currently approved or in the process
of being approved by the Internet Corporation for Assigned Names and
Numbers (“ICANN”). FQDNs containing a gTLD that has not been
approved will be rejected in the application process until ICANN finalizes
the approval of the gTLD. IdenTrust does not and will not Issue SSL
Certificates to reserved IP addresses or internal server names

RAs rely on data obtained for Device authentication for only up to 39
months, i.e. a Certificate subscription may be renewed provided the
Certificate is Issued within 39 months of the original date of Device
authentication. If the issue date exceeds 39 months from original Device
authentication, the Device must be fully authenticated again according to all
the provisions of this Section 3.2.3.

CAs are prohibited from including unconfirmed Subscriber information in
Certificates. This prohibition is enforced by IGC Certificate Profiles and
procedures in this CPS, which only allow verified information to be
included in Certificates.

Authority of representatives of Participant CAs, RAs and applicable Bridge
CA is established using the procedures described in Section 3.2.2.

Certificates that assert Affiliation are Issued only after verification of
Applicant Affiliation with an authoritative source within the Subscribing
Organization (e.g. corporate, legal, IT, HR, or other appropriate
organizational sources) using a reliable means of communication.

Once a Subscribing Organization has been authenticated (see Section 3.2.2)
and has entered into a Subscribing Organization Authorization Agreement
naming a Subscriber as an Authorizing Official, the Authorizing Official
may appoint and remove other Authorizing Officials (or Sponsors) who are
authorized to approve affiliation of Applicants and Devices, and to request
Certificate lifecycle events for the Subscribing Organization, e.g., request
Suspension of a Subscriber’s Certificate or request Revocation of a
Subscriber’s Certificate in the event Organization-Individual affiliation is
broken. CAs are required to maintain a list of Subscribing Organization
Authorizing Officials.

CAs and RAs may rely on TAs to provide documentary proof that I&A has
been performed according to Section 3.2.3. CAs and RAs may rely on
Internal TAs to provide documentary proof that I&A has been performed
according to Section 3.2.3, and to indicate Subscribing Organization
authorization to Affiliate an Applicant or Device with the Subscribing
Organization.
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3.2.6

3.3
3.3.1

Criteria for
Interoperation

In the instance where an Applicant applies for an Affiliated Certificate and
there is no Internal TA, the Applicant is provided a Subscribing
Organization Authorization Agreement and instructed to have it signed by
an officer or Individual of the Subscribing Organization able to agree to and
bind the Subscribing Organization to its duties and obligations as described
in the Agreement. If Organization identity has not already been established,
the LRA verifies Organization identity according to the processes identified
in Section 3.2.2 prior to approving Issuance of the Affiliated Certificate.

Certificates issued to Subscribers do not assert authority to act on behalf of
the Subscribing Organization in any implied capacity.

Authorization for SSL Certificates shall be through an authorized contact
listed with the Domain Name Registrar, a person with control over the
domain name, or through communication with the Applicant using a
reliable method per Section 11.2.3 of the CA/B Forum Baseline

Requirements.

To ensure PKI interoperability, IdenTrust:

» Operates a PKI that has undergone a successful compliance audit

pursuant to Section 8 of this CPS;

» Issues Certificates compliant with the profiles described in IGC

Certificate Profiles; and

» Makes IGC PKI Certificate Status information available to Relying

Parties in accordance with Section 2 of this CPS.

Identification and Authentication for Re-Key Requests

Identification
and
Authentication
for Routine
Re-Key

Subscribers

For routine Re-Key requests, identity may be established through use of a
previously Issued and still valid Private Key of a Signing Certificate,
except that identity shall be established through initial registration process
at least once every nine years from the date identity was originally
established.

To establish proof of possession, the Subscriber presents his or her
Certificate to establish a Client-authenticated SSL/TLS-encrypted Session,
requiring use of the Private Key. IdenTrust's RA Systems further validate
the authenticity of the Certificate presented by verifying that the Certificate
was Issued by the IGC PKI, that the Certificate is still valid in the
relational database, and by comparing the subject name in the Certificate
with the subject name in the Subscriber database. The RA System requires
that the IGC Certificate utilized for identification be of an Assurance Level
equal to or higher than the Certificate to be Issued. This is accomplished
by an automatic check of the Certificate against the configuration of that
Certificate type within the Subscriber database.

I&A for Re-Key of PIV-I Certificates may be initiated by an LRA through
a CMS. In such cases the Subscriber authenticates through presentation of
his or her fingerprint that must match the Subscriber’s fingerprint stored on
the same smart card on which the Subscriber’s PIV-1 Certificates to be Re-
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3.3.2 Identification
and
Authentication
for Re-Key
after
Revocation

Keyed are stored. Following such authentication, the CMS can write new
Certificates to the smart card.

Utilization of a previous identity proofing event for routine Re-Key
requires that the Subscriber not be due for new in-person identification. In
the event the Subscriber is due for new in-person identification, the
processes described in Section 3.2.3 of this CPS are required to re-establish
identity.

To ensure that the validity period of a Certificate Issued on the basis of an
electronic authentication does not extend beyond the in-person
identification limits stated above, the IdenTrust RA System does the
following:

» Counts the number of digitally authenticated Issuances since the last
in-person identification;

» Compares the date of the Subscriber’s last in-person identification
stored in the Subscriber database to ensure that the Certificate's
proposed validity period will not extend beyond the next in-person
identity proofing deadline; and

» Sends the Subscriber Re-Key notification emails with instructions to
appear in-person before an RA for identity proofing, if required,
beginning 90 days prior to Certificate expiration.

LRAs
The process for Re-Keying LRAs is the same as for Subscribers.
Sub CAs, RAs and the Cross-Certifying Bridge CA

The I&A process for Re-Keying Sub CAs, RAs and Cross-Certifying
Bridge CAs is the same as stated above, except that if it has been more
than three years since identity was established, it must be re-
established. Certificate validity is as defined in the table in Section
6.3.2.

Suspended, Revoked, or expired IGC Certificates cannot be Re-Keyed.
Subscribers without a valid IGC Certificate will be re-authenticated by the
CA or RA through a completely new IGC Certificate application.

3.4 Identification and Authentication for Revocation Request

Revocation requests authenticated on the basis of the Certificate’s associated Key Pair are always accepted as
valid. The identity of the person submitting a Revocation request in any other manner is authenticated in
accordance with Section 4.9.3. Other Revocation request authentication mechanisms may be used as well,
including a request in writing signed by the Certificate Holder and sent via U.S. Postal Service First-class
mail, or UPS, FedEx, DHL, Airborne Express, TNT, Emery, etc., in a sealed, tamper-evident envelope).
These authentication mechanisms balance the need to prevent unauthorized Revocation requests against the
need to quickly Revoke Certificates and are explained in Section 4.9.

34.1 Revocation

In the event a Subscribing Organization is also an RA, a revocation request
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Requests for any Certificate associated with such Subscribing Organization must
Submitted bya  consist of:

RA .
I. A verbal request for revocation initiated by a Subscribing

Organization manager can be executed as long as a) the
requesting manager is known to the LRA or can be confirmed
by the LRA as a Subscribing Organization manager; and b) such
manager can be authenticated as currently in that managerial
role; and c¢) such manager has authority over the function
associated with the certificate, or manages the individual named
as the Subscriber of the certificate to be revoked; or

Il. A digitally signed email request from a Subscribing Organization
manager can be executed as long as a) the requesting manager is
known to the LRA or can be confirmed by the LRA as a
Subscribing Organization manager; and b) such manager can be
authenticated as currently in that managerial role; and ¢) such
manager has authority over the function associated with the
certificate, or manages the individual named as the Subscriber of
the certificate to be revoked; or

111, Receipt of a list via email from an authorized representative of
that Subscribing Organization’s human resources department,
which list identifies terminated employees or representatives of
the Subscribing Organization and a) the authorization of such
authorized representative is pre-established; or b) the
authorization of such authorized representative can be confirmed
by the LRA via confirmation through the Subscribing
Organization’s human resource department; or

IV. A Certificate revocation request can be executed based on the
removal of an individual named as the Subscriber of such
Certificate from a directory used by the Subscribing
Organization as an authoritative data source for information
regarding employees or representatives; or

v. Other methods that support a Subscribing Organization’s
requirements for Revocation.

CERTIFICATE LIFE-CYCLE OPERATIONAL REQUIREMENT

Certificate Application

All communications among CAs, RAs, LRAs, TAs, Subscribers and Applicants supporting the
Certificate application and Issuance process are authenticated and protected from modification using
mechanisms commensurate with the requirements of the data to be protected by the Certificates being
Issued. When an IGC Certificate Private Signature Key is used to authenticate to ldenTrust systems
for the purpose of Issuance of another IGC Certificate, the Certificate used must of the same or higher
Assurance Level than the Certificate to be Issued. Any electronic transmission of personal
information and shared secrets is encrypted using a means commensurate with the type of transmission
and the sensitivity of the data.

Submission of Who can submit a Certificate application varies with the entity to which the
Certificate Certificate is Issued and whether affiliation with a Subscribing
Application Organization is to be asserted. A Certificate application may be submitted
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by:
Individual Unaffiliated Certificates:

» An Individual who agrees to the terms of the Subscriber
Agreement; or

» An Individual who is already a Subscriber, holding a valid,
unexpired IGC Certificate of the same or higher Assurance Level
than the Certificate being applied for.

Individual Affiliated Certificates:

» An Individual who agrees to the terms of the Subscriber
Agreement;

» An Individual who is already a Subscriber, holding a valid,
unexpired IGC Certificate of the same or higher Assurance Level
than the Certificate being applied for;

» An Authorizing Official or Sponsor of a Subscribing Organization
with which the Applicant is to be affiliated; or

» An Internal TA as authorized by a Subscribing Organization in
accordance with Section 3.2.5.

Device Certificates:

» An Individual who agrees to the terms of the Subscriber
Agreement and to undergo Individual identity proofing as specified
in Section 3.2.3.1;

» An Individual who is already a Subscriber, holding a valid,
unexpired IGC Certificate of the same or higher Assurance Level
than the Certificate being applied for;

» An Authorizing Official or Sponsor of a Subscribing Organization
with which the Appl