DIGITAL CERTIFICATES

TrustliD®

Secure Email Hardware

Certificate

Affiliated Programs

Because TrustID certificates
are publicly trusted, affiliated
programs are not applicable.

Anyone can trust your email
secured by your TrustID
Secure Email Software
certificate.

Product Summary
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Use a TrustID Secure Email Certificate to protect your emailed communications
from major email clients such: Microsoft® Outlook, Mozilla® Thunderbird, and
Apple® Mail and is issued to an applicant’s confirmed email address.

This certificate is stored in your browser certificate store on your local PC or

laptop.

Identity Authentication
Method:

Your valid email address

Identity Proofing
Requirements:

Confirmation of control/ownership of the
provided email address

Forms Packet Required:

No - Forms are not required for this
certificate type

Trust Model:

This certificate is publicly trusted

Assurance Level

Email only

Type of Certificate

This is an S/MIME certificate issued to your
email address

Validity Periods:

Available in a one (1) year validity period

Storage Type:

Browser certificate store of a single PC or
laptop

Available to Non-U.S.
Residents:

Yes, except in countries with US trade
restrictions

View our Secure Email approved
Foreign Countries list

Application Approval:

Within minutes after you confirm ownership
of your email address

identrust.com



/sites/default/files/resources/trustid_and_igc_foreign_countries_lists_en.pdf
/sites/default/files/resources/trustid_and_igc_foreign_countries_lists_en.pdf

IdenTrust

part of HID Global

Browser Support
Browser Based IE v8+ | Edge | Chrome | Firefox | Android OS | Safari | iOS
Certificate can be retrieved
using these browsers X X X X X
Certificate can be imported
into these browsers X X X X X X
Certificate Usage The main purpose of this certificate is for:

* Email Signing
* Email Encryption

This certificate is issued only to a confirmed email account and not considered an
I ‘ identity-based digital certificate; therefore, it is not valid for other PKI functions such
signing digital documents, signing code or securing servers or SSL communications.

Other Resources Related information available at the following links:

* » Acceptable Forms of Identification

* TrustID Forms, Agreements and Policies
* TrustID FAQs
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