Replacing the Federal Bridge Certification Authority (FBCA) G4 with FBCA G5
Overview

The Federal Bridge Certification Authority (FBCA) has transitioned from the G4 certificate to the
newer G5 certificate. All systems relying on FBCA trust paths must update to the new FBCA G5
to maintain interoperability and meet updated federal cryptographic standards. These standards
include the following:

e Upgrade from 2048-bit RSA (G4) to 4096-bit RSA (G5).

e Updated cross-certificates issued to Federal PKI affiliates (IdenTrust Global Common
Root CA 1).

e Decommissioning the G4 path as of December 1t 2026.

What Does This Mean for You?

If your environment relies on the FBCA cross-certified IdenTrust Global Common Root CA 1
certificate you must:

Install the new G5 certificate chain.

Install the new cross-signed IdenTrust Root CA 1 certificate.

Update trust stores with both certificates, for applications, servers, and devices.

e Remove or retire G4 certificate paths once the migration is complete.

The instructions below will guide you through completing the transition.

How to Replace FBCA G4 with FBCA G5

1. Download Required Certificates

Obtain the following from FPKI repositories or trusted distribution sources:
e Federal Common Policy CA G2 (FCPCAG2) root certificate
e FBCA G5 certificate

e Updated G5 affiliate cross-certificates (if applicable to your environment)



2. Install the FCPCAG2 Root Certificate
1. Download the FCPCAG2 certificate.
2. Open the file and select Install Certificate.
3. Choose Local Machine or Current User (if administrative permissions are limited).
4. Place the certificate into Trusted Root Certification Authorities.

5. Complete the installation wizard.

3. Install the FBCA G5 Certificate
1. Download the FBCA G5 certificate.
2. Open the file and select Install Certificate.
3. Choose Local Machine.
4. Place it in Intermediate Certification Authorities.

5. Finish the installation wizard.

4. Update Application Trust Stores
Depending on your environment, you may need to update:
e Server trust stores
o Enterprise application certificate stores
o Adobe AATL trust settings (for digital signatures)
For Adobe:
1. Open Preferences - Trust Manager.
2. Enable Load trusted certificates from an Adobe AATL server.
3. Click Update Now.

4. Restart Adobe and validate a signed document.

5. Remove FBCA G4 Certificates (When Appropriate)



Once affiliates revoke their G4 cross-certificates, remove legacy G4 certificates from:
e Intermediate Certification Authorities

e Any manually configured trust stores
This prevents outdated trust-path building through G4.

6. Validate the Updated Trust Path
After installation, test certificate validation by opening:
e Asigned document

e An application workflow that relies on PKI trust
Confirm the trust path builds through FBCA G5 and FCPCAG2.

Frequently Asked Questions

Do | need to remove G4 immediately?
No. There will be a planned overlap period. Remove G4 only after affiliates revoke their G4
chains.

What happens if | don’t update?
Certificate validation may fail, causing authentication or digital-signature errors within your
systems.

Are IdenTrust certificates affected?
Yes. Many ldenTrust certificates build trust through FBCA chains and require the updated G5
path for proper validation.

Support
Need help? Contact IdenTrust Support:
e Email: Support@ldenTrust.com

e Phone: 888-339-8904



