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Identity Authentication Method: 

Your identity must be verified by an individual 
authorized to complete identity verification for the 
ECA certificate. See our Identity Verification 
document for more information 

Identity Proofing Requirements: Proof of identity, citizenship and affiliation with the 
Sponsoring Organization 

Forms Packet Required: Yes – You are required to submit a complete forms 
packet with your application 

Trust Model: This certificate is trusted by the U.S. Government 
Assurance Level: Medium Assurance 

Certificate Type: This is a business certificate issued to you and your 
Sponsoring Organization 

Validity Periods: Available in one (1) and three (3) year validity periods 
Storage Type: Browser certificate stored on a single PC or laptop. 

Available to Non-U.S. Residents: Yes – View our Supported Countries list 

The ECA | Medium Assurance | 
Software Storage | Non-U.S. 
certificate is used to conduct 
business through DoD ECA 
agency applications; however, 
some agencies do require a 
higher assurance certificate. 
 
Select BUY NOW to use our 
Certificate Selection Wizard, 
where we will assist you in 
choosing the certificate type 
that has the appropriate 
assurance level required by the 
agency with which you 
transact business. 
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Product Summary 
 
ECA | Medium Assurance | Software Storage | Non-U.S. certificates are issued 
under the U.S. Department of Defense (DoD) External Certificate Authority 
program and are used to conduct business with the DoD and other government 
entities.  
 
If you are located outside of the U.S., you may apply for an ECA | Medium 
Assurance | Software Storage | Non-U.S. certificate. Applicants who reside in 
countries not approved by the U.S. Federal government may not be eligible. 
 
This certificate is stored in your browser certificate store on your local PC or 
laptop.  

ECA | Medium Assurance | Software 
Storage | Non-U.S. Certificate 

https://www.identrust.com/node/638
https://www.identrust.com/node/890


 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 

Browser Based Edge Chrome Firefox Safari iOS 
Certificate can be retrieved using 

these browsers      
Certificate can be imported into these 

browsers      

Browser Support 
 
 
 
 
 
 
 
 
 

Certificate Usage 
 
 
 
 
 
 
 
 
 
 

Other Resources 
 
 

This certificate can be used for: 
• Digital Document and Email Signing 
• Non-Repudiation 
• Data and Email Encryption 

 
This certificate is exportable and can be backed up. 
 
Technical Specifications: 

• X509 v3 digital certificate 
• 2048 RSA bit key length 
• SHA-256 signature hash algorithm 
• CRL and OCSP validation 
• Natively trusted by above mentioned browsers 

 
 
Related information: 

• Acceptable Forms of Identification 
• ECA Forms, Agreements and Policies 
• ECA FAQs 
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An ASSA ABLOY Group brand 

For IdenTrust Sales inquiries: +1 (801) 384-3481 | sales@identrust.com 
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