IdenTrust

WE PUT THE TRUST IN IDENTITY

IdenTrust Solutions are PKI Based — the Strongest Authentication in the
FFIEC Guideline

As evidenced by the recent breach of security at RSA (SercurelD), we live in a world
where cyber attacks grow more sophisticated and persistent everyday. The
IdenTrust suite of products and solutions were not affected by this breach, but we
nonetheless take this attack very seriously, for the financial community is our
community and their protection our charge.

At IdenTrust, our solutions employ PKI based authentication, the strongest
authentication in the FFIEC guideline for online banking. Our approach to security is
multilayered and provides defense depth. IdenTrust authentication isn’'t just strong,
it's mutual — both the end user and the application authenticate to each other. With
IdenTrust PKI identities, applications and transactions are protected against threats,
such as Man in the Middle attacks, through mutual authentication, digital signatures,
and encryption, while providing interoperability and legal non-repudiation. This level
of protection is provided with real-time mutual validation of credentials during online
sessions, allowing secure execution of transactions considered high risk with other
authentication technologies. The ldenTrust Trust Gate solution offers all of these
features along with protection from Man in the Browser attacks without requiring
client side software installation.

Cybercrime is a constant reality, but it does not match our continually evolving
technology, vigilance, and steadfast commitment to online security and identity.
IdenTrust is the trusted solution for many of the world’s leading financial
institutions, and their customers, and operates in over 60 countries around the globe
today.
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